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1 INTRODUCTION

The Commercial Solutions for Classified (O®t@jramwithin the National Security Agency (N&Aper
SecurityDirectorate(CSDpublishesCapability Packag€€PYo providearchitectures anatonfiguration
requirementsthat empowerlAcustomers to implement secure solutions usindependent layered
Commercial Ofthe-Shelf (COTS) productEheCR areproduct-neutraland describesystemlevel
solution frameworksdocumentingsecurity and configuratiorequirements for customers aral
Integrators. It is recommended that CSfC Trusted Integrators be employed to architect, design,
integrate, test, document, field, and support the solutiofhe list of CSfC Trustbttegrators can be
found at:https://www.nsa.gov/resources/everyone/csfc/trusteistegrators

ThisCSfM@Mataat-Rest (DARTP meetthe demand foDARsolutions usinghe Commercial National
Security Algorithm (CNSBjyite These algorithms are used to proteqt to top secret dataising layers
of COTS productsAs defined irSection 4.3.1the DAR CPersion5.0 enables customers to implement
two independent layers of emyption for the purpose of providing protectidor stored information on
the End User Device (EU)DAR protected systemhile in a poweed off or unauthenticated state
ThisCP takes lessons learned frgmoof-of-concept demonstratioathat have implementedthe CNSA
Suite modes of operation, standards, and protocol$esedemonstratiorsincluded a layered use of
COTS products for the protection of classified information.

The DARCP focusesn the implementation of cryptography tmitigate the riskof unauthenticated

access to classified datehen the device is powered off or unauthenticatethisCP does not protect
against malicious code exploits and potential vulnerabilities from updates, operating system (OS)
misconfigurations, or thpersistence of remnants of key or plaintext material in volatile memory on the
EUD when powered oand authenticatedas these conditions are outside of the scope for this version
of the CP.

While CSfC encourages industry innovation, trustworthinesseo€ttmponents is paramount.

Customes and theiritegrators are advised that modifyirggNational Information Assurance
Partnership(NIAB-validated component in a CSfC solution may invalidate its certificatiomesmjuire a
revalidation processTo avoiddelays, customerand Integrators who feel it is necessary to modify a
component should engage the component vendor and consult NIAP through their Assurance Continuity
Procesghttps://www.niap-ccevs.org/Documents_and_Guidance/ccevs/schgmb-6.pdf) to

RSGOUSNNAYS GKSGKSNI adzOK | Y2RATFAOIGAZ2Y gAtft FFFSOG

Ly OF&asS 2F | Y2RAFAOIGAZ2Y G2 I O2 Y(ERQié&iasihe b { | Qa
component to successfully complete the NIAP Assurance Maintenance Continuity process.
Modificationsthat trigger the revalidation process include, but are not limiteddonfiguring the

component in a manner differeritom its NIARvalidatedconfiguration andmodifying theOriginal
EquipmentMt v dzF I OG0 dZNBNE Q O2RS o6G2 Ay Of dRS RAIAGEE @
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2 PURPOSE AND USE

ThisCPprovideshigh-level reference desigrend corresponding configuratialequirementsthat allow
customers to select COTS products from the CSfC Componeratgdilable on the CSfC web page
(https://www.nsa.gov/resources/everyone/csfc/componedist), for their DARsolution and then to

properly configure those products to achieve a level of assurance sufficient for protecting classified data
while at rest Asdescribed irSection9, customergmust ensure that the components selected from the
CSfC Componentsst willprovidethe necessary functionality for the selectedpabilities To

successfully implement a solution based on @B, all ThresholdeBuirements,or the corresponding
Objective Rquirements applicable to the selectedpabilitiesmust be implemented, as described in
Sectiors 8- 12.

Please provide comments on usability, applicability, and/or shortcomings to youSSkeént

Advocate and the DARapabily Package maintenance team@EfCDAR _team@nsa.go\DAR CP
solutions must also comply with the Committee on National Security Systems @NS&) and
instructions. Any conflicts between IS Sr localpolicy and this CP should be provided to the DAR CP
Maintenance team.

Additional information about the CSfC process is available on the CSfC web page
(https:// www.nsa.gov/resources/everyone/c9fc

3 LEGAL DISCLAIMER

CKAA [/t A& KNBPrasRE Rpliéd-warraitidsgidcluding but not limited to, the implied
warranties of merchantability and fitness for a particular purpose are disclaitmego eventmustthe

United StategU.S.)Govenment be liable for any direct, indirect, incidental, special, exemplary or
consequential damages (including, but not limited to, procurement of substitute goods or services, loss
of use, data, profits, or business interruption) however caused and onheayyt of liability, whether in
contract, strict liability, or tort (including negligence or otherwise) arising in any way out of the use of
this CP, even if advised of the possibility of such damage.

The User of this CP agrees to hold harmless and indgimafUS Government, its agents and

SYL} 28SSa FNRY SOSNE OflAY 2NJ tAlLOAEAGE O06KSUKSNI
O2aitazr FyYyR SELISyasSas INAaAy3d Ay RANBOG 02yasSljdsSyo
limited to, claims or liabilities made for injury to or death of personnals#ror third parties, damage

to or destruction of property ofiseror third parties, and infringement or other violations of intellectual

property or technical data rights.

Nothing in ths CP is intended to constitute an endorsement, explicit or implied, by the U.S. Government
2F Fye LI NIAOdzZ F NI YI ydzFF O dzZNENRa LINBRdzOG 2NJ aSNIDA
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4 DATA-AT-RESTPROTECTIONOVERVIEW

The goabf the DAR solution is to protect classified data when the Epbwered off or

unauthenticated Unauthenticateds defined as the EUD stgteior to a user presenting and having

their credentialsi(e., password, tokens, etc.) validated by both layers of the DAR solukioen DAR
solution is composed dual encryptitayers, an outer and inner layer. The outer layer is considered the
layer that is authenticated to #t, while the inner layer iauthenticated to secondlyThe data owner
determines specific data that must be protected.

In this CP, when the teridn 9 €5 used, it is referring tany solution that containsvo layers of CSfC
DARprotection. Based on the context and wording of some of the CP language, other terms such as
system, DAR solutiony device may be usedhese trms can be used interchangealgpending on
contextof the customer use case, atide data that the customer is protectinghis definition is further
explained in detail in Sectidnhb.

4.1 IMPLEMENTING CSCIN AHIGH ASSURANCKSOTSENVIRONMENT

Anoption available taisers of CSfC, is the concept of a blended solution that will use a CSfC solution, in
combination with a High Assurance GOTS solution. For these blended solutions, a High Assurance GOTS
solution can be utilized to replace the entire function of a Capability Package as a whole, but not the
individual layers of a solution or security functions provided by one of the layers. While CSfC utilizes two
layers of encryption, this is not requdevith High Assurance GOTS, where a single layer of encryption is
sufficient. For example, if desired, a CSfC DAR solution can be employed in an infrastructure where
network High Assurance Internet Protocol Encryptors (HAIPES) are also being used R Bodubadn is
segmented, and its protection is provided by CSfC, while the protection of the network that the
information transits is provided by a High Assurance GOTS solution. For additional details or questions
about this process, please contact the€CE8MO office atsfc@nsa.gav

4.2 RATIONALE FORLAYEREDENCRYPTION

A single layer oENSZAencryption, properly implemented, is sufficient to protect classifisdR
However, a CSfOAR solution uses two layers@RNSAencryption not because of a deficiency in the
cryptographic algorithmsut to mitigate the rislof a failure in one of theryptographiccomponents
due toaccidental misconfiguration, operator error, or malicious exploitation of an implementation
vulnerability, whichresults inthe exposure of classified informatioff.he use of multiple layers,
implemented with components meeting the {CSrendor diversity requirementeduces the likelihood
that a singlevulnerability can be exploited teveal proteced information

If one of theencryptionlayers is compromised or fails some way, the second laystill providesthe
needed encryption to safeguard the classified ddfeéboth layers are compromised or fail
simultaneouslyit is possible the classfil data will become readable to a threat actdhe goabf the
DAR solutiotis to provide redundant protectiothat either minimizes the possibility of both layers
failingat the same time or requires an adversary to defeat both mechanisms.
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4.3 SOLUTIONSTATES

The DAR solution states are identified and described in further detail in this seCime. a device is
considered classified (e.g?pweredOn with Outer Layer Authenticated Staiewill not be considered
unclassifiedrfiust still be handled iaccordance with the implementing organizati@Asithorizng
Official AO) policieg until the devicesin the poweredoff state.

4.3.1 EUDBLUTIONTATES
PoweredOff State

Ina poweredoff state, the device is completely off and not in any power saving siéte. EUD is
consideredunclassifiedput must still be handled in accordance with the implementing organiza@ons
AOpolicies. Thisapplies toall removablemediawhen unplugged from the host systerif.the RMs have
their own power states, the productodumentation must be consultetd determine how to
independently switch the product into a poweradf state.

PoweredOn and Unauthenticated State

In a poweredon and unauthenticated state, the EUD is completely on, but the user has not initially
loggedinto either layer. The EUD is considered unclassified, but must be handled in accordance with
0§KS AYLX SYSy i MpplicedNThib sfateicdaniibib2 ghter@d by logging off after initial
logon. Thispplies toall removable media when plugged into the host system.

PoweredOn with Outer LayeAuthenticated State

In a poweredon state withthe outer layer authenticatedthe EUDis operationalwhere the user has
authenticated to the outetayerof encryption. The devicein this stateis considered classified and
should be handled accordinglifhisapplies toall removable media when plugged into the host system.

PoweredOn with Outer and InneiLayer Authenticated State

In a poweredbn state withthe outer and nner-layer authenticated, the EUD is operational when the
user has authenticated to two layers of DAR encryptidhe device in this state is considered classified
and should be handled accordinglVhisapplies toall removable media when plugged intioet host
system.

Lockedor Logged OuState

In a lockedbr logged outtate, the device is poweredn but most of the functionality is unavailable for
use. Useauthenticationis required to access functionality. This functions as an access contnolaand
provide one layer oDAR protection. The devigethis stateis considered classified and should be
handled accordinglyThisapplies toall removable media when plugged into the host system.

4.3.2 ENTERPRISAANAGEIENT(EM)SERVER: MISSIONDONTROBE. EMENTMCEBOLUTIONBTATES
Always on State:
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¢tKS alftglea 2y aidlasSéeé Ay GGKAA aSOGA2Yy | LILX ASa (2
architecture or a clienserver architecturegontrollingthe DAR enterprise managed sobrt. This state

does not apply to the server #ttis actingasaDAREWIA 1 K (g2 f I @SNB 2F LINERI
{2tdziAzy {GF Saszé¢ RB1Ai©OMARappiicRbleltotazed8r, ifAhgerver&@diidgas/ n
the DAR EUD being provisiongith two encryptionlayers to protect the servé€l storage.In this CP, it is
assumed that theeMserver, base stationor MCEwill be protected within a secured fatjlj as

prescribed by the AO (i.&Sensitive Compartmented Information Facil8Q]F; secured room, etg.

This CP does not provide sufficienéchanismso protect classified data on thEMserver, unless that

server is also treated asAREUD andis protectedwith two layers of DAR. In an always on state, the
DAR enterprise managemesaver, the base station, or the Mission Contrédiient (MCE) is always
powered on to keep processes up and runnifdgiditional details about these components and

solutions, can be found in Sections 5.6, 7.3, and 7.4.

SO
)

4.4 DARCNSASUITE

Asthe portability of EUDs increase, the requirements for when and how classified data is proadsmed
increases.EUDs can be usedlioth physically protected anghysicallyunprotected environments.
Solutionsusing commercial productaust protectclassifiel data on the EUD hysingtwo layers of
encryptionwith the approvedCNSASuite referenced infablel. The slutionspresented in this CP
havespecific requirementfor configuration, product selection, components, provisioning,
authentication, key management, operations, administration, radesl use and handling

Table 1: Approved Commercial National Security Algorithm (CNSA) Suite for DAR

Confidentiality AES256 FIPS PUB 197
(Encryption)
Authentication (Digital | Elliptic Curve Digital | FIPS PUB 1856
Signaturé Signature Algorithm
over the curve 384
with SHA384
RSA 3072 FIPS PUB 186
(Minimum)
Integrity (Hashing) SHA384 FIPS PUB 18D
Can protect Upto Top Secret | -

NSAwill initiate a transition to quantum resistant algorithms in the not too distant futuSA
customers using layered commercial solutions to protect classified national security information with a
long intelligence life should begin implementing a layer of quantum resistant proteciooh
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protection may be implemented today through the usdarfje symmetric keysoupled withspecific

secure protocol standard€or more information please go to
https://apps.nsa.gov/iaarchive/programs/iaithitiatives/cnsasuie.cfm.

4.5 AUTHENTICATION

In this CPeach layer is required to havedanown secret (i.e., PIN, password, or passphrase),

smartcard, oiUniversal Serial Bubl§Btoken to authenticate to each of the two encryption layers. The
permitted factors may differ based on the layer. DAR encryption products must meet requirements for
each of these factors during evaluation against the applicable protection p(Bfig These are

considered primaryvalidated)authentication factors for that component.

Many products offer alternate authentication mechanisms. When implementing the DAR solution,
these alternate mechanisms may be used only as a secofamyvalidated)authentication factor and

must be paired with a primary authentication factor. Secondary factors may act as an additional access
control or may contribute to the produg key chain; the produ& protection profile evaluation

guarantees there is no legn strength when combining keys with potentially weaker sources. A layer
may use any number of authentication factors asg@s one is a primary factlisted in that

component@ specific authenticatiomequirement. As an example, layer one may use avknsecret

(primary factor) along with a biometric (secondary factand layer two may use a smartcard. Itis
important to consider the requirements, benefits, and drawbacks associated with different
authentication factors. Some considerations of poptitectors are discussed below.

Known secrets are memorized values that can provide a strong authenticatianif/alall chosen (see
Appendix Aand are typically supported by almost all products. They are at risk of being forgotten, as
well as being seewhile being keyed into the device. The majority of the time, known secrets will be
weaker than tokens and are at risk of being very weak if not properly chosen.

Smartcard tokens are small integrated circuit devices that can store authenticationkslgmg as they
are handled and stored properly, they provide a very strong form of authentication. They provide a
flexible option for authenticating a user to many devices and providing additional security through the
use of a PIN to use the card. Asidm the benefits, cards are susceptible to loss and damage. In
addition, they may also require a separate system for provisioning and recovery.

USB tokens are a simple form of token that progiderery strong form of authentication as long as they
are handled and stored properly. Although very easy to provision, they generally have no additional
security features, unless the USB device itself provides those features. Unfortutiaglare not
permitted in many places.

Biometrictechnologyfunctions6 & G F { Ay 3 + YSIFadaNBYSyld 2F |y StSYSy

examples are fingerprints, iris scans, and facial recognition. This measurement is compared against a
template that is created during provisionini§the measurement matches the templatide user is
authenticated. The vendor may use this authentication as an access control or may release a key to
contribute to decryption. If a key is used, it will be important to ask how that key is protected and what
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I dzi K2 NA T S& (i K Serelaf® eufréntly Mdriethods eihg uked to deiive a biometric

measurement into a key. When using biometrics there may be instances unaehorizedusers will
be authenticated tadhe biometric when they should npthis is called a falsacceptanceandisa

conditionwith whichall biometrics have to contend. dza Gt 2 YSNB a K2 dzFaRe 200G Ay @Sy |

AcceptanceRates(FAR anddetermine how comprehensive their testing was to determine that rate.

The other rate to address is thlseRejectionRate (FRR)6 KA OK A a 6KSy |y | dzi K2 NAT

measurements fail to authenticate. This is a usability concern and should also be discussed with the
vendor. The biometric template used to compare measurersenintended to be constructed so that
0 KS dza S NXeats arehbt edensibleff an adversary was able to obtain the template, they

g2df R 0S5 dzyl 6t S (2 NB O HyweenNtzdiot dwa thdzagengldtes T A y 3 S NLJ

are not well standardized and there have been cases of reconstruclibis. may be a risk to the privacy

of users. One of the major risks of biometric is spoofiflgis involves using other technology to
NEONBIGS GKS dzaSNRa YSIadiNBYSydo 9EI YLX S&a 27
lifting fingerprints. The vendor shouldxplainhow they mitigate spoofingand users should protect the
area being used to authenticate. Many biometrics need a fallback mechanism in case the area being
used to authenticate to the biometric system becomes damaged, suchirgea being cut.

Consideration should be given to what the fallback mechanism is or the consequences if there is none.

NearHeld CommunicatioNFC)s a short range signazenerally, the devices arg@laced adjacently or
in contactto exchange inforration inthis method. This signal can vary in how it is used during the
authentication process. There maymay notbe an exchangef key material The @tails of what is
exchangedeedsto be discussed with the vendor. Regardless of what is exchatigedevices should
be keptapartand treated like a Smartcard afSBtoken. NFQmay not be permitted ithe solution must
also complywith other CPsl K & R2y.Q4 LISNXYAG A

Behavior based authentication covers a wide variety of features. The goalatetmineif an

authorized user has the device, based on whether the device is being used and handled the way the
authorized user normally uses the device. Based on this information the device may release a key,
provide an access control, or allow for ader time before locking the devic&actors that are taken

into accountinclude,location, connected networks, gyroscope measurements, user interaction, and
other internalsensors.

4.6 CONTINUOUSPHYSICALCONTROL

Although the DAR solution can protect tbenfidentiality of data and render the EUWiDclassifiedit

doesnot protect the integrity of areUDoutsidethe control of approved userdt is difficult to examine

and determine whether or not a device has been tampered yitibrefore, the EUD must neain in
continuous physical contrait all times. The NSA requirethat implementing organizations define the
circumstances in which an EUD that is part of the solution is considered outside adritiruous

physical controbf authorized users.g., "lost"). The! h ¢ A f fconthGoBisiplySicalccontrdl~ | Y R
this definition should align with the intended mission and threat environment for which the solution will
be deployed.Each oganization must also define the aimstances in which an EUD thata part ofits
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solution is to be considered recovered back into teatinuous physical contralf authorized users.g.,
"found").

Thisconceptincludes mechanisms for tHénattendedOperationsUse Case (described in Sectiard).

' hQad aK2dzZ R KFE@S I @GFNARSGe 2F YSOKIyAavya (2 SyadzN
sensors, and other similar means. The exact means are out of scope of the DAR CP, but there should be

a high degree of confidence that the EUD is not spidigle to unauthorizedohysicalccess.

This CP requires any lost device, once fotmdbe rigorously investigated and/adestroyed in order to

mitigate threats to the integrity of the EUD and any connected systbesausaipon beingfound, the

device ionsidered not secure unless the device mdeist andFound (LF)requirementsthat are
AYRAOFGSR a a[Cé¢ Ay (KS | &S AQsisho8d cangult heYDAR ER/Risk K S N.
Assessment (RA) to help make an informed risk decision.

SeeAppendix F for additional requirements information and some examplesrifnuous physical
control.

4.7 RED, GRAY,AND BLACKDATA

This CP uses the following terminology to describe the data typestimaposea DAR solution. The
terms Red, Gray, and Blacleidify the number of encryption layers applied to classified data for a
specific EUD state.

Red data is unencrypted classified data being processed by the At#Da user successfully
authenticategto the outer and inner layers of DAR encryptitme EWD is in a state of processing Red
data.

Gray data contains classified information that has been encrypted oifter a user successfully
authenticatesto the outer layer of DAR encryption, but has not gathenticatedto the inner layer of
encryption,the EUD is in a state of processing Giata.

Black data contains classified informatidwat has been encrypted twiceAn EUD is considered black
when the device is powered adind/or unauthenticatedand the stored datdas beerencrypted with
both the outer and inner layersf DAR encryption

4.8 CRYPTGGRAPHICERASE(CE)

Cryptographic Eras€g, is a method of sanitization in which an encryption key for the encrypted data

is sanitized, making recoweof the decrypted data infeasible. In th@@P,t is used to ensure clean+e
provisioning, as an additional protection triggered by failed authentication, or as an emergency method
of sanitizing the median the eveniproper destruction methods cannot be mgtee DAHEU2 inTable

12).

4.9 PROVISIONING
Provisioning is the process through which EUDs are initialized before firsbus@&g the provisioning
process, theésecurity Administrato(SA)oads and configures theAR components for the EUD.
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Provisioning is inherently an cof-band process requiring physical access to the EIHe. DAR solution
cannot be applied to an EUD that already has data stored on it.

EUD reprovisioning or reuse of DAR componeistallowedas long as it iperformedin accordance
with this CP.If re-provisioring, theEUDmustbe at the sameor higherclassification level of the
previous unencrypted data stored on the approved DAR solufRiar © re-provisioringan EUD, old
datashouldbe removed via cryptographic erase or media zeroizatimedia zeroization is the full
overwrite of the disk Reprovisioning EUD components from any ABBC solution is prohibited.

4,10 SECURHFILE DELETION

When deleting files via normal meais., deleting followed by emptying the recycle bin, shift + delete,
etc.)from the computer, there is a possibility fogsidualdata to remain on the underlying storage
media for extended periods of time, recoverable by forensic techniques. While the DBRUCEs
multiple layers of encryption and tries to mitigate user error, it is still possible for the device to be
compromisedin that event securely deleting files reduces the information available to the adversary.
For these reasons, it is recommendedise applications to securely delete files.

Secure file deletion tools make use of more direct methods to mitigate the risk of data being
recoverable. Since there is not currently a method of validation for providing secure file defetren,
are some recommendations for features facludewhen acquiring a secure file deletion product. When
looking for a product to fulfill this purpose, the type of storage media must be considered. There are
currently two primary storage drives used today, harkdlgves (HDD) and solid state drives (SSD).
Flash USB drives fall into the same area as SSDs.

Normally when a file is deleted froma HODK S NB FSNBYy O0S (2 GK.IThe TA{ SQa&
majority of the datacontinuesto reside on thalisk being teated as free space for new data to use.

This makes the role of a third party product straightforwaldshould claim to directly overwrite the file
reference and file data with any valuas long as that value cannmintain sensitive data, such as the
contents ofrandom access amory RAM. Products may provide options for performing multiple
passesut this is not necessargs a single pass provides sufficient secuitfgwever, if only multiple

passes are supportethey will not cause any harm.

In order to understand the residual risk, it is important to understand the basics of the complications
involved in erasing memory from a SSBhen a usedeletes a file, the drivenarksthat area as free
space, but will not actually overwrite the dat&his is for performance reasons, the memory used by the
SSD must be cleared before being written to agadnichtakes time. The drive works in conjunction

with the operating system to perform this task in the background when the drive does not have more
important tasks. Because of thisis not possible for a third party file deletion tool to directly overwrite
data. There is also an upsidasregular deletion caeventualy result in a direct overwriteunlike HDDs
where the data can remain for lonmeriods of time. Because of thikird party tools are not necessary,
and files may be deleted via normal meattowever, there are other factors thatfect whenthe SSD
drive@ background overwrite procesantake place. The restrictions below detiaconfigurations which
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a user can exert controlThere are other situations where a user cannot exert control, which has the
potential to result in data residing on the SSD for an extended undefined period of Timeis
acceptable since any residwddta should be encryptedf any of the restrictions below apply, some
third party products may be able to overcome them. Otherniise product shouldssue commands
that enablethe SSo clear memory as soon as possible.

1 TRIM, the command issued toafsSD to clear space, may not be supported by the operating
system. Most modern operating systems do support this commelmeck operating system
documentation to ensure support for TRIM.

I The TRIM command may only be supported by the OS if certaindtknsy are being used.
Check vendor documentation to ensure a compatible file system is used.

1 The way this is checked varies between operating systems. Check operating system
documentation on how to verify TRIM is enabled.

9 Older SSDs may not support the TRvhmand The majority of modern drives do have
support check vendor documentation to ensure the device supports this command.

1 The operating system may not support TRIM for external drives, USB flash drives, or other
devices connected over USB, PCI E, M.2 and other interfaces. This is a common area where a
third party product may provide additional benefit.

1 The operating system may not support TRIM wherduRdantArray ofIndependentDisks
(RAIDYxonfiguration is used.

DAR products that support encrypted volumes may interfere with the TRIM command for data within
the volumes. Some products do enable TRIM to function within the encrypted volumes, check vendor
documentation for verification.

4.11 DARLOCATIONBASEDSERVICES

Dataat-Rest protection can include capabilities that restrict access and authorization to a device based
onthe9 ! 5 Q& theuh thekuge\of location aware technology. In this CP, a customer has the
option of employing DAR location awarekmology as an added feature to a DAR solutibhis does

not replace either of the two mandatory encryption layers required in a CSfC DAR solution, but is only
used as a supplemental means of protection, for defense in depth. Currtéhahg, are no P®to

validate this type of technologyf customers choose to implement DAR location servitescustomer
shouldconsult with the vendor andsk abousspecific detail€oncerninghe mechanisms and
methodologiesused in theiproduct

DAR location serviegrovides for precise geolocation of DA&vicesusingmethods such ad)Vi-Fi
Positioning System (RS, Global Positioning System (GPS),Radio Frequency IdentificatiqRFID.

WPS achieves precision geolocation using a layered approach and may pnovglaccurate and

reliable geolocation for DAR systems that are operated within a bujldingreas GPS may be effective

in outdoor locations.The precision geolocation of a DA&iceconfigured fora DAR location servitg

a precursor to successfully managing a variety of unattended secure DAR storage operations through
the location aware ®ragedomain. These storage operations include:
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9 Storage function isolation to minimize possibility of interference

1 Reliable locatino determination withinwireless environment§.e.,IEEB02.11ax standard$
1 Location driven DAR operation that can only be operated within fixed boundaries

9 Secure domain within a building driven by security policy

DAR RFIbasedmobility services provigs an added layer of assurance to DAR mobility by enabling
administrators to track and control the location and movement of DAR devices within the confines of a
building or enclave. This may be achieved by creating policies for individual devices dgpmendire

or more of the following mobilityelated parameters:

1 Physical locatiog Maintain continueddevice location status and confirm that uninterrupted
physical control (as defined by the AO) is in effect.

1 Network connectivity; Provide validation of evice presence within appved spaces for pre
boot anddecryption.

1 Timebased operatiorgRevoke keys and initiate fudisk erase if the device remains outside of
approved spaces beyorah authorized time period.

1 Encryption enforcementInitiate a power @wn or a kg revocation to enforce DA&hcryption
whenadevice is removed from approved spacesonsidered compromised

When a device exceeds violates any of the mobilityelated parametersthe RFIDbasedservice
executes appropriate measures tosme the integrity and security of data stored in the device are
maintained. These measures can include key revocation, crypto erase, device power down, etc.

5 SOLUTIONCOMPONENTS

This section describes the capabilities of each compon8attion6 describes the possible functional
implementations of each component withthe possible Solution Desgand summarizes them irable
2.

5.1 SOFTWAREFULL DISK ENCRYPTIONSWFDE)

Software Full Disk EncryptioB\WFDJE shown inFigurel, isusedto provide one layer (either the inner

or outer layer depending on the solution implemented) of DAR protection. The National Institute of

Standards and Technology (NISpgcial Publication 86011, Guide to Storage Encryption Technologies

for End Usr DevicesdefinesT dzf f RA &1 SYyONRLIIA2Yy |a F2ftft2g¢ay a&cCd#f
whole disk encryption, is the process of encrypting all the data on the drive used to boot a computer,

AyOf dzZRAYy 3 (KS 02 YLlzi SN adath §nby aftensiRcesskalheniicatioytd I OOS a
G§KS C59 LINE R dzO intd ¢he PréBoot EZn\Brotimentd@BiE) wittevalid credentials. Once the

user is authenticated to the PBE, the SWFDE decrypts and bodxSthe
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/Software Full Disk Encryption (SWFDE) \
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n Credentials
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Authentication N
Power On Lock Failed
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Authentication Succeeded
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,Cperating System
Boot Process
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Figure 1: Software Full Disk Encryption

5.2 FILEENCRYPTION(FE)

File Encryption show in Figures2approved to provide the inner layer of DAR protectibiis the
process of encrypting individual files or sets of files olziDand permitting access to the enggd
data only after properauthenticationis provided.

/ Software File Encryption (FE) \

&N — User

= - Authe ntication
Authentication

User Attempts to Lock Failed

Access File(s)

—_—

Authentication Succeeded

=

Unlock

Access Granted

Figure 2: Software File Encryption
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FEproducts currently on the market have a wide range of implementatidnis important for the user

to understand how a specififeEproduct operates to ensure all classified data on the Encrypted
There are many events and applications that may write data to the diskrs should be made aware of
thesethrough user trainingunless the FE product can encrypt the data withowitlintervention.

Some examples of such eveimslude

1. Applications permitted to run on the EUD should be carefully considered. Applications may
create files (e.g., temporary files) in unprotected locations leaving classified data df ask.
application (e.qg., file viewer) will be interacting with sensitive data and is not protected Bl a
component, that application must be evaluatadainstthe Application Software Protection
Profle(ASPP) Y R YSSiG G(GKS &aStSO0ARYI éyRYl GHRNB! Wy -

2. Paging filesdg.g.,swap files) are created when the system runs out of or becomes low on unused
volatile memoryalso known aRRAM When this occursthe systenmaywrite to the non-
volatile memory (e.g., hard distgr storage. If the product cannot automatically protect this
data, the solution should disable system page files.

3. Systems restorgand other features that allow data to be restored to a previous point in time
create copies of the datdf this is enabledit may albw an encryptedfile to be restored to a
state before it was encryptedJnless the product accounts foreke types of scenariothese
features should be disabled.

4. Memory dump files may be created when an error occivimory dump files may include
clasifieddata that existed in volatile nmeory when the crash occurredince these files are
created during a system crashis likely the product will not be able to properly encrypt them
Therefore,it is recommended this feature be used with care Ioglividuals who understand
what data will be contained within the filer the feature should be disabled.

5. Printer spool files are created wh a document is sent to prinfThese are used to hold
documenswhile they are in queue for printingf the soldion is going to print any classified
information, these files should be protected.

6. Moving or deleting filesusers should be informed that moving (cut/paste) a classified file into a
protected area is nosufficient for protecting it.Moving or deletinga file while it is unencrypted
may leave file contents on the disk until it is overwritten by the file syst&éhis should apply to
all file movement for good practice, even though it would not apply in all cadeBlegshould
be encryptedbeforebeing deleted or moved.

FE protects the confidentiality of individual files, folders, or volumes, and may be accomplished in
several waysThe encryption may be performed by an application, platform, or the hostXagh
encrypted file, folderor volunme will be protected by File Encryption Key (FEKhe FEK is protected

bythedzid SNR& | dzi KSy GAOF GA2Y FIOG2NE SAGKSNI RANBOGE &

Proper user authentication is required to decrypt the FEKe FE product Withen decrypt files or
folders on an individual basis as they are requested by the user via specific applicib@msure that
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no classified data is left unprotected, tA@®mustbe responsible for providing and enforcing a policy
that mandates autoration and user compliance to encrypt all classified data.

5.3 PLATFORMENCRYPTION(PE)

Platform EncryptionKB, shown inFigure3, is approved to provide the outer layef DAR protection.

PE is provided by the OS for platfemide data encryption, transparently encrypting sensitive user data.
The PE layer requires hardwdaracked secure key storageith the goal of reducing the need for long
and complex passwords. WWithe exception of the hardwarspecific requirements and which layer

they can be used for (PE protects the outer layer while FE protects the inner layer), there is little
distinction between PE and FE implementatiotrsall other respects, the two coropent

implementations are virtually identical; they both pide volume and FE capabilities.

/ Platform Encryption (PE) \

Hardware Key
v

Storage

L

User

- Authentication
Authentication
Lock Failed

User Attem ptsto
Access Encrypted Data

Authentication Succeeded

Access Granted

- /

Figure 3: Platform Encryption

The PEEomponentrelies on the EUD to implement the requirements specified in the Mobile Device
Fundamentals (MDF) P&ong with the CSfC selected requirementems that meet the NIST

requirements for PE solutions are located in the CSfC Components ListuBdgrR | & viebile S @A O Sk
Platformég
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5.4 HARDWAREFULL DISk ENCRYPTIONHWFDE)

Hardware Full Bk EncryptionHWFDE shown inFigure4, can be used to provide thiener orouter
layer of DAR protection. HWFDE is commonly implementedS&dfBncrypting Drie (SED).The SED
can be a standard hard drive osalid state drive

ﬂlardware Full Disk Encryption (HWFDE) \

W Authentication Key (AK)

AK is com pared to
its hash value

_____"""--..\
__-—---'...‘l

Y ' -~
'u .‘u - J -, V - - -
EK —

If the hashes match, the AK is used to
Drive Locked decrypt the data encryption key (DEK)

— -
Self Encrypted Drive (SED)

. /

Figure 4: Hardware Full Disk Encryption

Orive Unlocked

A SED contains hardware built into the drive controller chip that automatically encrypts all data written
to the drive and decrypts all data read from the drivighe encryption and decryption is done
transparently to the user.

In some cases, the HWFDHusion will require multiple components to create an FDE solution. Some
SEDs require a product from ardependent Software VenddtSV) to function; this ISV commonly fills
the role of collecting initial authentication and passing it to the SED. dse&néal that both parts of the
solution are chosen from the CSfC Components List.

TheAuthentication KeyAK) used in HWFDEs to encrypt or decrypt data is called the Data Encryption
Key (DEK), which is protected by a chain of keys originating from therdigation factor.

A user must lognto the PBE, provided by the SED or an ISV, with valid credentials. Once the user is
authenticated to the PBE, the HWFDE decrypts and boots the operating system.
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When discussing the use of ISVs and SEDs, the relaf@mation is sometimes referred to as FDE
AuthorizationAcquisition (AAR EncryptionEngine (EEbreakout information.

5.5 ENDUSERDEVICE(EUD)

The EUD is either: a personal computer (e.g., desktop, laptop); consumer device (e.g., smart phone,
tablet); removable media (e.g., USB, C@)a server (e.g., storage area network, netwattached

storage, shared drives, external storag#)is important to keep the security of different power states in
mind when using these devicagferenced in Sectio#.3.1 An EUD may operate within a secure
physical environmenbutside of a secure physical environment, or both inside and outside of a secure
physical environmenasapproved by theAQ

The drives that make up%iorage AreaNetwork (SAN) or Aletwork AttachedSorage (NAS) can be
protected via the solutions presented in this CP, but that protection is provided only when the system is
powered off. For powered on scearios, consult the Mobile Access or Campus Wirelesalrea

Network (WWLAN)CR on the CSfC web site.

5.6 DARENTERPRISESERVER(ES)AND MISSIONCONTROLELEMENTS

The DAR Enterprise Ser¢BiSand Mission Control Elemensge assumed to be in protected
environmentsunless they are being treated as an EU2ference to théAR EShould be distinct and
separate from the DAR EUD servbr this CPthe DAR Enterprise Servaiay be referred to as the DAR
ES or DAR EM Serydifferent from theDARA 9 | . 5TBeDAR Efrovidesfunctionssuch as account
recovery, remote erase, network required authentication, and other similar functmmmany endpoint
EUDs The server may integrate with services provided by the operating system to manage accounts.

The MCE actas asystem or set of systesthat manage or access remote unattended EUDs, such as
drones or unattended sites. In this situatjdginis important to have mechanisms in place to ensure
continuous physicatontrol of the EUD is maintaineds desdbed inSection4.6. This solution does not
need ankES just remote access over a secatgnnelas described in the requirement.

6 SOLUTION DESIGNS

The CP providate multiple solution desiga listed inTable2. The desigrs describesolutiors meeting a
wide variety ofrequirements to protect classified DAR.

Thed { @esignconsists of SWFDE and ABe SF architecture is typically inten for EUB such as
servers, desktops, laptops, and tablets

Theda t @eSignconsistof PE and FEThe PFRarchitectureistypicallyintended for EUDsuch adaptops,
tablets, and smarphones.

¢CKS dal Cé¢ RSaAday O2 yha WRaaichitecr® is tighllZ iBténded {BrEEUS Subh as
servers, desktops, laptops, and tablets.
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¢KS a1 {¢ RSaA3dy O2y arhadSarchitéctule s §Ecally intghBed forEOBsSuRh
as servers, desktops, laptops, and tablets.

¢KS a1 1 ¢ a2zt dzi A avyindRpgrddnEHWFOEAayeish Thél HH ahitecture is typically
intended forEUDssuch as servers, desktops, laptops, and tablets.

Table 2: Solution Design Summary

SWFDE/FE SF DAR solution design that uses FE as the inner la
and SWFDE as the outer layer, as described in
Section6.1.

PE/FE PF DAR solution design thases FE as the inner laye
and PE as the outer layer, as described in Sectio
6.2

HWFDE/FE HF DAR solution design that uses FE as the inner la
and HWFDE as the outer layer, as described in
Section6.3.

HWFDE/SWFDE | HS DAR solution design that uses SWFDE as the int
layer and HWFDE as the outer layer, as describe
Section6.4.

HWFDE/HWFDE | HH DAR solution desigthat uses HWFDE as the inne
layer and HWFDE as the outer layer, as describe
Section 6

Solution owners are encouraged to implement the Objective version of a requirement, but in cases
where this is not feasiblesolution owneramustimplement theThreshold version of the requirement
instead.

6.1 SWFDE FE(SH SOLUTIONDESIGN

TheSWFDE/FESE solution designrequiresSWFDE antile/folder/volume encryption In the SF
solution design, SWFDE will be usegrovide DAR protectiofor the outer layerand FE will be used to
provide DAR protection for the inner layefhe SF DAR solution uses a passwmadsphrase,
smartcard or USB token to provide access to classified d&tace a user inputhe correct password,
passphrasesmartcard tokenor U token, the system boots the operating systeNext, the user
authenticatesto the FEwhich in turn decrypts theuse&xd Of  8aAFASR FAE S

Each layer of encryption in the SF DAR solutiag use similaauthentication mechanism types (e.g
passwordspassphrases, dokeng butrequires a uniquauthenticationcredential for each layerfFor

the first layer of encryptiorthe user willauthorizeto the PBE provided by the SWFDH6r the second
layer, the user will use their OS login credentialsplcation credentials, or filspecific credentials to

authenticateto the FE.
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6.2 PE/FE(PF) SOLUTIONDESIGN

ThePE/FERH solution design permits platform encryption, which allows for a device to perfofR

encryption via various implementatioyall of which encrypt all sensitive data transparently.the PF

solution design, PE will be used to provide DAR protection for the outer, Ey@FE will be used to

provide DAR protection for the inner layeFhe PF solution uses passwords to prowdeess to

classified dataOnce a user inputs the correct password, the platform is decrypted, which then provides
accesstouserdatb SEGZ GKS dzASNJ | dzi KSyGA Ol GSa (2 GKS C93 5
files.

Each layer of encryptivin the PF DAR solutiomay use similar authentication mechanism types (e.qg.,

passwords) butequires a unique authorization credential for each layeor the first layer of

SYONBLIiA2Y S GKS dzaSNJ gAf t Fordaé seeontyérShe Gserwifl i6& RS OA OS
their application credentials or filepecific credentials to authenticate to the FE.

6.3 HWFDHE FE(HF) SOLUTIONDESIGN

TheHWFDE/FEHP solution designrequireshardwarefull diskencryption andile/folder/volume

encryption In the HF solution desigriiWFDE will be useid provide DAR protectiofor the outer

layer, and FE will be used to provide DAR protection for the inner laybeHF DAR solution uses a
passwordpassphrasesmartcard,or USBoken to provide access tdassified dataOnce a user inputs

the correct passwordpassphrasesmartcard,or USB token, the system boots the operating system.

Next, the useauthenticatesto the FEwhich in turn decrypts theus@a Of I aaAFASR FAE S

Each layer of encryption the HF DAR solutiomay use similaauthentication mechanism types (e.g
passwordspassphrasesmartcard,or USBoken) butrequires a uniqueuthenticationcredential for
each layer For the first layer of encryption the user vallithenticateto the PBE provided by the
HWFDE.For the second layer the user will use their OS login credentgication credentials, or file
specific credentials tauthenticateto the FE.

6.4 HWFDHE SWFDE(HS) SOLUTIONDESIGN

TheHWFDE/SWFDHSY solution design approach requires hardware full disk encryption and software
full disk encryption.In theHSsolution designHWFDE will be uset provide DAR protectiofor the

outer layer and SWFDE will be used to provide DAR protection for the ilayer. TheHSDAR solution

uses a passworghassphrasesmartcardor USB token to provide access to classified .d@ace a user
inputsthe correct passwordpassphrasesmartcardor USB tokewalueto the outer layer HWFDE, the

inner layer SWFDE prongpthe user to enter a password, passphrase, smartcard, or USB token in the
pre-boot environment. Once the user authenticates to the SWFDE, the OS is loaded, and the user has
access to data on the drive.

Each layer of encryption in théSDAR solutiomayuse similalauthentication mechanism types (e.g
passwordspassphrases, dokeng butrequires a uniquauthenticationcredential for each layerfFor
eachlayer of encryption the user witluthenticateto a PBE provided by theWFDEand SWFDE,
respectvely.
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6.5 HWFDE/HWFDE (HH) SOLUTIONDESIGN

TheHWFDE/HWFDHK) solution design requires hardware full disk encryption. In the HH solution

design, HWFDE will be used to provide DAR protection for both the inner and outer laierslWFDESs

used to provideDAR protection for both the inner and outer layers must meet PSR vendor

diversity requirements. The HWFDE DAR solution uses a password, passphrase, smartcard, or USB token
to provide access to classified data. Once a user inputs the correct paspassghrasesmartcard, or

USB token value dffie outer layer HWFQENd then the inner layer HWFDE, the operating system is

loaded and the user has access to the data on the diives solution design is hot common, asd

specifically built for the purpose of providing dual hardware lay@is.example of this solution design

could be a seléncrypting drive paired with an inline encryptor.

Each layer of encryption in the HH DAR solutiesignmay use similaauthenticaion mechanism types
(e.g. password, passphrases, or tokens) but requires a unigue authentication credential for each layer.
For each layer of encryptiothe user will authenticate to a PBirovided by each HWFDdgyer.

7 DAR USE CASES

This CP provides ritiple use casethat can be leveraged usirsgcombination of thdive solution

designs.When a specific use case is followed, the customer must implement all Threshold

NEBIljdZA NBYSyiGars gKSNBE GKS | LILX A0l ot S dmsménts@ablésS Aa A
as well as the applicabBolution Desigh f A A G SR Ay (KS daForamultigle As2 ¢ase5 S& A Iy ¢
separate registrations must be submitted with applicable requirements for each use thsse use

cases ardisted anddescribedn Table 3.

¢ KS Us¢Caséprovides extra protections to permit occasional brief eventisere continuous
physicalkontrol of the solution is absemtue to the EUD beingpnsideredost, thereby, requiring
specificLost and Found requirements. This use case allows a device to be used when the lost EUD is
found.

¢ KS dse@aseis employedn removable media such as USB drives, microSD, eardisemovable
drivesfor the purpose of secondary storage, torphystcallymove data to and from systems

¢ KS @de@seis employed wheAR systemand devicesire managed remotelysuch asi one
to-one relationship viamNSAapprovedData-In-Transit (DITrommunication channellhese systemar
devicesmay beunmamed andor unattended, but enforce protections that are considettecbe in
continuousphysicakontrol, as defined by the AO.

¢ KS dea@seis employed in an enterprise environment for managing multiple devices from one
centralized management servehen pushed down téndividualclient devices.Solution components
are managedy the DARESthrougha clientserverarchitecture
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The "GA'UseCase is a generalpplicable use case that can laegelyappliedto a requirement When

f A & G SAR thé raquiderbent is applied in a standasthndaloneuse caseGA use case is for users not
implementing one of the othespecifc use case

Table 3: Use Case Summary

Use Case Designator Description

Lost and Found| LF DAR use case thahplementsHS, HF, HH, and PF when the
device or system is out of continuous physical control, as defir
by the AO. Described in Section 7.1.

Removable RM DAR use case thahplementsthe SF, HF, HH, or HS solution

Media designs as desbed in Section 7.2.

Enterprise EM DAR use case thahplementsenterprise managed solutiorte

Management managemultiple clients implemented through the SF, HF, HH,
and HS solution designas described in Section 7.3.

Unattended uo DAR use case for managing unattended or remote managed [

Operations solutions and systems thanplementsHS, HF, HH, or SF, as
described in Section 7.4.

Generally GA DAR use case that is generally applicable to a standalone use

Applicable and correspondingdution design.

7.1 LOST ANDFOUND(LF) USeCASE

The Lost and Found (LB9eCase is when a user, intentionally or unintentionally, temporarily loses
control of a device (as defined by the AO) and plans to continue using it after it is recoVéisdise
case adjusts theontinuous physical contreéquirements from 8ction4.6and permits the device to be
used after it is founghowever f the device is suspected to have been tampered with, it must be
rigorously investigated and/or destroyedNote that as of DAR%.0, this use case no longer hasaan
section of requirements, instead it leverages the use case coianime requirements tables

This use case is intended to cover situations including but not limited to: devices left in vehicles
devices forgotten in hotels for short periods of time, going through custwhen travding, and similar
events. These requirements lower the risk of using devices that have been in such conditions, but they
do not eliminate the risk. With this in md, AOs should consider additional local policy to reduce the
situations where devices may be vulnerable to tampering.

This use case also contains a requirement to personalize the EUD. The intent of the personalization
requirement is to ensure that if amdversary removed the EUD and replaced it with another EUD of the

same make and model, it would be noticed by the end user. Personalization includes: adding stickers,
OKIyaAay3a GKS aONBSyQa ol Ol 3NRdzy R S GebsonalizettieS | RYA Y
devices for subsets of users, suchadsgin screen wallpaper. None of these changes should undermine

any security features of the device or other relevant security policy (i.e., requiring the device to be

rooted).
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All of therequirementsA Y RA Ol GAy 3 a[ Cé Ay (GKS a!' asS mudtBegmét O2f dzy)
in order to implement the Lost and Found use casRis is a high risk use case and requires a number of
additional requirements to lower the risk\Note that the Lost and Fodruse case is optional. If it is not
implemented then the device cannot be reused if it is lost. The SF solution is not allowed for the Lost

and Found use casé\s explained in Sectioh2, the LF use case is also prohibited when using

removable media for DAR protection.

7.2 REMOVABLEMEDIA (RM) USECASE

The Removable Medi@M)use case shown iRigureb, depicts two layers of encryption employed on

the removable media device/form factoil his use case allows customers to use an external storage
device between different systems to protect RAnd has different password requirements.the RM

use case, DAR protection is required for the outer layer and the inner layer, provided through the SF, HF,
HH, or HS solution designs. When using the RM use case, choose from the SF, HF, HHtionHS solu
designs. Requirements of the SF, HF, HH, or HS solution design should be followed with this use case.
For example, if the HF solution design is chosen, both HF and RM designated requirements are
applicable.

In this CPremovablemediais defined aslevice(s) which have the primary purpose of providixgernal
storageof dataprotected byDAR through implementing two layers of encryptidRemovable media
caninclude:a USB drivea CDa microSD card, or a removable drivRkemovable media does nivticlude
other portable computing devices such as smartphones and tabléis use case allows customers to
transfer data usingn external storage device between different systaamgxpand the storage of a
single systemFor example, this use case damused to transport data via a removable media device
between secured facilities, using a DAR CP compliant solution with appropriate CP components to
enable decryption of the RMThis requires using two approved layers of encryption on the RM device
that is provisioned within a secured facility, then transporting the RM under continuous physical control
to access data on another secure workstation or devl€ta solution includes both DAR host machines
and a separate DAR RM device, the customer rsuisinit separate registrations.
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Figure 5: Removable MediaUse Case

The PF solution design cannot be employed on removable media because there are several
incompatibilities between their requirementsChe PE layds used only as the outer layer argtjuires
hardwarebacked secure key storageith the goal of reducing the need for long and complex
passwords Each layer of encryption in tH# DAR solutiomay use similaauthentication mechanism
types (e.g passwerds) but requires a unique auttrizationcredential for each layer

TheRM use case only protects endpoints as stated in this CP or in a secured facility. The LF use case is
prohibited when using removable media for DAR protection. If the removabtéa is lostand out of
continuous physical controlisers musteport it to their Information Systems Security Officer (ISSO) or
chain of command, as defined by tA®©. The removable media is considered compromised once lost

and cannot be raised if laer found. Lost and Found requirements do not guarantee or protect the
integrity of the removable media once lost and outcohtinuous physical control

7.3 ENTERPRISEMANAGEMENT(EM) USECASE

The BterpriseManagement EM) Use Case shown in Figure Bepictsa clientserver architecture for
managinga DAR enterprise solutiorThe figure showthe DAR EM use cassing a CSfC apprav®IT
CPas the secure communication chann@lhe figure assumes that the DAR client has alr&aen
initially provisionedoy an administrator.Figure 6 is one example of how the EM use casgédbe
depicted; however, there may be other cases whereitlustrationwould be differenf such as the
order of operations spegi to when the user logs on versus when the DIT tunardsestablished, or
several other factorghat arespecific to the customer implementatiofurther explained below
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Authentication for this use case may occur in various ways. Connecting to the network to complete the
authenticafon may or may not be required. One or both layers may hab&R E&anaging them.

The DIT solution may be CSfGuoapprovedHigh AssuranceGOTSolution If both DAR layers are
enterprisemanagedpoth serveranay either exist on th&ed Network or onewill exist on theGray/Red
boundary while the other exists in thBed. If network access is not required fDARauthentication or
onlyfor the inner DAR layerllowingthe OS to boot before requirg authenticationto network, then
connection andiaccess to the EM server can be established as norasatiescribed in the relevabiT

CPs If an enterprise managed layer requires authentication with network access before the OS can
boot, then the tunnel must be established first by a{m@ot capability & the product,a network
device,anapprovedHigh AssuranceGOTSolution, or endpoint virtualization.

In order for the client to communicate with the server, and the server communicate with the client,
there must be a secure communication link to dramn the front and back end. This must be done
through use of one of the DIT CPs, or an approved High AssuB@it@ink. Each implementation is
required to use and comply with the latest version of the Mobile Access (MA) CRSiflellGonnectivity
(MSC) CP, or Campus Wireless Local Area Network CP for applicable network and configuration
requirements for establishing and setting up a secure connection that will allow the client and server to
communicate. When implementing the EM use case, customess have an existing approved DIT CP
registration with the CSfC PMO, or submit a new DIT CP registration for approval.

The DAR EM server can perform, but is not limited to: sending keys, pushing updates to the EUD,
pushing policy and configuration changegshe EUD, and so orThe EM use case allows customers to
transfer the administrative overhead to one centralized management server, enforcing policies and
configuration changethat are pushed to individuaDARclient devices.

For specific details okey management of the EM solution, suashow keys will be transmitted,
received, revoked, etcrefer to therequirements and details specified in the prodaid®P Vendors are
required to meet and comply with key management requirements found in th&eBtion Profiles.For
additional details, please refer to thi€rotection Profile Module for File Encryption Enterprise
Managemen{ and thedcollaborative Protection Profile Module for Full Drive Encrypg@nterprise
Management There may be additnal standards leveraged for the management of keys beyond the
security requirements defined by the PPs, suchedWkanagementnteroperabilityProtocol (KMIP)

this is expected and per component guidansieould followed for proper setup.
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Figure 6: Enterprise Management Use Case

7.3.1 ENTERPRISEANAGEMENT VMACPMSQCP ORCAMPUSVLANCP

For implementation of a DAR EM solutida a CSfC DIT GRe user must reference the latest DIT CPs
to access the appropriate networkadjrams, and requirements for setting up a secure channel for the
DAREM link fromthe client to server.As mentioned, e solution must be registered and approved by
the CSfC PM@ order to usein combinatiorwith the DAR EM use case

The customer hemultiple options for setting up the DAR EM solution on the Red Network. In cases
where the EM servers for both layers are at the solution boundary, they may be contained in the same
physical box and virtually separatethe solution boundaries are dated in the corresponding CPs;

the termsdafteré anddbeforet are in reference to moving towards thed Network.

For integration with the MA CEhere are three implementations:

MA Option 1:The location of both the EM servassafter the solution boundary of the inner layer.
Integration with the MA CP will only provide limited support for EM functionality, as MA trusted
channels must be connected before additional EM functionality is provided, which requires a network
connection This may render certain DAR EM products incompatible.

MA Option 2:The location of one of the EM servers is after the solution boundary of the inner layer. The
location of the second EM server is before the solution boundary of the inner layer, wytthenouter
layer established. This EM server is its own Red enclave, with the second layer of protection provided by
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the trusted channel established by the ES itself. This setup will also only provide limited support for EM

functionality, asone ofth® { Q&4 @ Aff NBIdZANS 020K a! GNHzZZGSR OKI Yy

EM functionality is provided, which requires a network connection. This may render certain DAR EM
products incompatible.

MA Option 3 consists of enterprise managing one laysther: after the Inner Solution boundary or
before it in a separate red enclave, and the second layer managed locally.

For integration with the MA CP where one of the servers is before the Inner Solution boundary, the
server must follow guidance found ihe Mobile Access CP, referencing the protection of Inner TLS
Protected Servers and Clients. With this option, the DAR ES(s) must be placed between the Gray
Firewall and Inner Firewall. As referenced in MA CP, InndPibt&cted servers must be managidm

GKS wWSR IFTRYAYAAUGNIGA2Y g2NyadlGA2y® 5!w 9{d6avo
communication channslthrough secure protocols (e,d.LS) Productspecificfunctionality and
assuranceequirements for the DAR Enterprise Managgnt server can be found in tHeRModule for

File Encryption Enterprise Management and the collaborative Protection Profile Module for Full Disk
Encryption EnterpriseManagementin which CSf€omponentvendors are required to medd be on

the list

Forintegration with the WLAN CP, the DAR ES must be placed after the Inner Solution boundary.
Integration with the WLAN CP will only provide limited support for EM functionality, as WLAN trusted
channels must be connected before additional EM functionaigrovided, which requires a network
connection. This may render certain DAR EM products incompatible.

For integration with the MSC CP, the DAR ES must be placed after the Inner Solution boundary. As
network devices establish the trusted channels andthe client, full EM functionality is available.

For further details as it pertains to configurations, placement, and requirements for pratestiDAR
ES servers on the Re@tork or on the Inner Solution boundary, within a CP architecture, please
reference the applicable CP sections and requirements.

7.3.2 ENTERPRISEANAGEMENT VMlGHASSURANGEOTSOLUTION

For implementation of a DAR EM solution via a High Assu@@dSolution, the High Assuran€eOTS
link will serve ashe approved secure channgherefore replacing the DIT two tunnel requirement
Reference Sectiof.1for Implementing aCSfGn aHigh Assuranc&OTS EnvironmeniThe AQwill be
responsible teensureall CSfC transmitted dataappropriately protectedy the High Assurand@OTS
link. As with the MSC CP, full EM functionality should be available.

7.3.3 ENTERPRISEANAGEMENKEYRECOVERY

EM products may provide support for recovery of credentials; these features may only be used if
included in the produd® evaluations per DARR10. Two general methods may be supported4R
EM productsthey arechallenge response and PIN recovery.
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Challenge response operates by providing some known information to be verified by the E¥} aerv
which point the servereturnsa value to allow deryption. If the valueisgenerated by the product at
provisioningjt must be stored securely. The product may prompt the user to provide the initial;value
so, it must be generated according to the password rules and then stored secliretypy be generated
on the server for norelectronic distributiorof recovery if this is the case, a method of verifying the
user must be established. Any delivery of recovery credentials must be performed over a secure
channel.

The second method id® recovery. In this case, the recovery PIN will be populated on the server for
each endpoint.This methodwill require ameansof verifying the user, and a method for the delivery of
recovery credentials, which must be performed over a secure channel.

7.4 UNATTENDEDOPERATIONSUQO) USECASE

TheUnattendedOperations (UO) UseaSe shown ifrigure? is intended for customers operating DAR
solutions thatmay beunattendedandremotely managedmostly represented as a otie-one

relationship. This use case differs from the EM use case, in that EM is intended for managing many
devices from a central management server, represented in more of a corporate enterprise envitonmen
Figure7 depicts a MCE managing a dual CSfC DAR solution over a validated High A&QDiieick or
through an approved CSfC DIT solutidhis use case allowsstomers to operate DAR solutions that
nature,are more uncommon andonsideredunique scenarios.

Inthe UOuse case, continuous physical control is defined by thea8@n acceptable definition that
ensuresadequate protection of the device(s) and/gystem(s)and data residing thereéMethods should
be definedto ensure the device is protected from unauthorized access and ensuring mechamsms
will put the solution into a securpower state if suclunauthorizedaccess is detected.

The UO use casan be defined, but not limited t@n EUD in an unattendeshvironmentmanaged by

a MCE onther secure operational capabilityhis use case is managed over a remote connection, but
may be accessed locally to perform varidwsctions If remote power y or power down is required, a
High Assuranc&OT3ink may be requiredThe aithenticationprocesamust follow the methods

defined in the requirementand shouldbe performed via the MCE. If direct authentication of the EUD is
required, it must be withira secure location and physical token must be removed afterw&i@s.
examples includgbutarenot limited to protection of data centers, overrun scenariasd unmanned
vehicles or systems (e, 4JAV, UUV)The dual DAR solution is managed byWECE basestation, or

similar solution

When using the UO use caseme form of anttamper and detection capability (passive or active) is
requiredthat enables the detection of possible adversarial compromisen the solution is remotely
managed without direct physical presencéhese methods can inclugeeasures for monitoring and
detecting, such asameras, sensors, etc.
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Figure 7: Unattended Operations Use Case

8 CONFIGURATION REQIREMENTS

Sections8 through 13 specify requirements for implementatisrof thefive solutions, and five use cases
compliant with this CPOnly one use case and one design may be selected, with the exception that EM
may be pairedvith LF. The tables of requirements in the following sectidrave a column thaspecifies
which solutiondesignsand use casethe requirement applies to, and uses the following nomenclature:

1 SF designDAR solutiomomponents include SWFDE and FE.

1 PF design: DAR solution components include PE and FE.

1 HF design: DAR solution components inclbiféFDE and FE.

9 HS design: DAR solution components include HWFDE and SWFDE.
1 HH design: DAR solution components include HWFDE and HWFDE.
9 LF use case: DAR solution designs include PRHIBIHS

1 RMuse caseDAR solutiomlesigngncludeSF, HR1H,or HS.
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1 UOuse caseDAR solutionlesigngnclude SF, HHH or HS

1 EMuse caseDAR solution desigrinclude SF, HHH, or Hs.
1 GA use case: DAR solution design include SF, PHHiadHE

The CP includes two categories of requirements:

1 An Objective (Ojequirement specifies a feature or function that is desired or expebtgdnay
not currently be availableOrganizations should implement jgotive requirements in lieu of
corresponding Threshold requiremeswhere feasible.

1 A Threshold (T) requiremenpeacifies a minimum acceptable feature or function that still
provides themandatedcapabilities if the corresponding objective requirement cannot
reasonably be met (e.g., due to system maturit¥)solution implementation must satisfy all
applicable Thrdsold requirements, or their corresponding Objective requirements, in order to
comply with this CP.

In many cases, the Threshold requirement also serves as the Objective requirementl(Tsdne

cases, multiple versions of a requirement may exist in@HsSuch alternative versions of a
requirement are designated as being either a Threshold requirement or an Objective requirement.
Where both a Threshold requirement and a related Objective requirement exist, the Objective
requirement improves upon th&hreshold requirement and may replace the Threshold requirement in
future versions of this CRObjective requirements without corresponding Threshold requirements are
YN]SR FaAghUHAS2 ¢ f 8 Shuinkpiove o the @ falbg¥cyribf the solution
and should be implemented where feasible.

In order to comply with this CP, a solution mwtminimum implement all Threshold requirements
associated with each of theplution deggnsand use caseis supports and should implement the
Objective requirements associated with those solution desmyms use caseshere feasible.For
example, a DAR solution utilizing a SWFDE and FE must implemhetitose Threshold requirements
applicable to the SF desighdditionally,the customemust mplement Threshold requirements
applicable to the chosen DAR solution use case (i.e., RM, UO, EM, LF, or GA).

The customer may treat the device as classified; however, if they do so, they must adhere to the policies
and requirements for classified deviogmte that those requirements exceed the requirements
contained within the DAR CP).

Each requirement defined in this CP has a unique identifier digraph that groups related requirements
together (e.g., KM), and a sequence number (e.g., 2). Table 4Tidikethe digraphs used to group
together related requirements, and identifies where they can be found in the following sections.
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Table 4: Requirement Digraphs

PS Product SelectioiRequirements Section9 Table5
SR Overall Solution Requirements Sectionl0.1 | Table6
CR Configuration Requements for All DAR Sectionl0.2 | Table7
Components
SW SNFDEComponent Requirements Sectionl0.3 | Table8
FE FEComponent Requirements Sectionl0.4 | Table9
PE PE Compaoent Requirements Sectionl0.5 | TablelO
HW HWFDE Component Requirements Section10.6 | Tablell
EU BUDRequirements Sectionl0.7 | Tablel2
CM Configuration Change Detection Requirements | Section10.8 | Tablel3
DM Device ManagemerfRequirements Section10.9 | Tablel4
AU Auditing Requirements Section10.10 | Tablel5
KM Key Management Rgiirements for All DAR Sectionl0.11 | Tablel6
Componets
SC Supply Chain Risk Managent Requirements Sectionl0.12 | Tablel?
GD Use and Handling of Solution Requirements Sectionll.l | Tablel8
RP Inddent ReportingRequirements Sectionl1.2 | Tablel9
TR Testing Requirements Section13.1 | Table20

9 REQUIREMENTS FORELECTINGCOMPONENTS

In this section, a series of requiremis are providedfor maximizing the independenad components
within the solution. This will increase the level of effort required to compromise this solution.

Table 5: Product Selection Requirements

DARPS1 The prodicts used for the FE layer HF,SF, EM, T=0
mustbe chosen from the list of FE PF GA, LF,
products on the CSfC Components RM, UO
List.
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DARPS2 The producs used fothe SWFDE HS,SF EM, T=0
layer mustbe chosen from the list of GA, LF,
SWFDEs on the CSfC Components L RM, UO

DARPS3 The Inner and Outer DAR laganust | SF, PF, | EM, T=0
either: HF, HS | GA, LF,
1 Come from different HH RM, UO

manufacturers, where neither
manufacturer is a subsidiary
of the other; or

1 Be different products from
the same manufacturer,
where NSA has determined
that the products meet the
[ {F/ tNRBINIYQ
implementation

independence.
DARP$4 (Moved to DARSG2)
DARPS5 The cryptographic libraries used by | SF, PF, | EM, (0] Optional
the Inner and Outer DAR layemust | HF, HS | GA, LF,
be independently developed and HH RM, UO
implemented.
DARPS6 The prodicts used for the PE layer PF GA, LF | T=0O

mustbe chosen fronthe list of PE
products onthe CSfC Components Li
under the Mobile Platform section.

DARPS7 The producs used for the HWFDE HE HS EM, T=0
layer mustbe chosen from the list of | HH GA, LF,
HWFDEs on the CSfC Components RM, UO
DARPSS8 The Operating System used must be] HF, HS, | EM, 0] Optional
approved by the General Purpose O] SF HH GA, LF,
Protection Profile (OS PP). uo
DARPS9 The poducts used for the Enterprise | HF, HS, | EM T=0

Management Server must be choser| HH,SF
from the list of DAR Enterprise
Management Servers on the CSfC
Components List.
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Once the products for the solution are selected, the next step is setting up the components and
configuring them in a secure mannerhis section consists of generidadance for how to configure the
componentsfor aDAR solution.

10.1 OVERALLSOLUTIONREQUIREMENTS
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Table 6: Overall Solution Requirements

DARSR1 Default accounts, passwords, SF, PF, HF| EM, GA, LF,] T=0
community strings, and other default | HS HH RM, UO
access control mémanisms for all
components musbe changed or
removed.
DARSR2 | The DAR solution mubt properly SF, PF, HF] EM, GA, LF,| T=0
configured according to local policy arf HS HH RM, UO
U.S. Government guidance (e.g., NS/
guidelines).In the event of conflict
between the requirements in this CP
and local policythe CSf®MOmustbe
contacted.
DARSR3 Each DAR componentusthavea SF, PF, HF| EM, GA, LF,| O Optional
unique account for each user HS HH RM, UO
DARSR4 All EUDsnustremain incontinuous SF, PF, HF| EM, GA, T=0
physical controat all times, as defined| HS HH RM, UO
by the AO.
DARSR5 | TheAOmustprovide guidancevhen CE| SF, PF, HF| EM, GA, LF,| O Optional
should be implemented HS HH RM, UO
DARSR6 | TheAOmustprovide proceduesfor SF, PF, HF] EM, GA, LF,| O Optional
performing CE. HS HH RM, UO
DARSRY7 At least one layemustuse a trusted HF, HS, SF| EM,GA, UO| O Optional
platform module for cryptographic key| HH
storage.
DARSR8 | (Withdrawn)
DARSR9 | At least one layemustuse a trusted HF, HS, SF| LF T=0
platform module for cryptographic key| HH
storage.
¢q
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10.2 CONFIGURATIONREQUIREMENTS FOR\LL DAR COMPONENTS

Table 7: Configuration Requirements for All DAR Components

DARCRL1 | Defaultencryption keys mudte SF, PF, HF| EM, GA, LF,| T=0
changed. HS HH RM, UO

DARCR2 | Primary ser authenticatiorcredential | SF, PF, HF| EM, GA, LF,| T=0
values for eale DAR layer mechanism | HSHH RM, UO

type mustbe unique (e.g., the
password for thels layerwill not be
the same as the password for t2e

layer).

DARCR3 | DAR componentsiustuse algorithms | SF, PF, HF| EM, GA, LF,| T=0
for encryption selected frortablel. HS HH RM, UO

DARCR4 Each DAR component mysevent SF, PF, HF| EM, GA, LF,| O Optional
further authenticationattempts aftera | HS HH RM, UO
number of failed attempts defined by
the AQ

DARCR5 Each DAR layer muserform aCEafter | SF, PF, HF| EM, GA, LF,| O Optional
a number of consecutive failed logon | HSHH RM, UO

attempts as defined by thAQ

DARCR6 Each DAR component mugnerate its | SF, PF, HF| EM, GA, LF,| T=0
own symmetric encryption keys on the] HS HH RM, UO
EUDor receive keys generated by the
EnterpriseManagement server.

DARCRY7 Each DAR component mysgrmitonly | SF, HF, HS| GA, LF, RM,| O Optional
an administrator to disabler alterits PFHH uo
security functions

DARCRS AllEUDsnusthave DAR protections SF, PF, HF| EM, GA, LF,| T=0

enabled at all times after provisioning.]| HS HH RM, UO
DARCR9 AllEUDsnustencrypt all classified SF, PF, HF| EM, GA, LF,| T=0
data. (Refer td&section5.2for HS HH RM, UO

additional information orFE)

DARCRL10 | All components mugbe implemented | SF, PF, HF| EM, GA, LF,| T=0
(configured) using only theMIAR HS HH RM, UO
approved configuration setting&lsers
may change settings that are not part
of NIAP evaluation.
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managementmustbe configured
accordingo the guidance of the
platform and any additional
configuration guidance provided by th:
component vendor.

DARCRL11 | Users musbe restricted to designated | SF, HF EM, GA, LF,| T=0
use folders. RM, UO

DARCRL12 | Foruse in high threat environments (a|] HF, HS, SF| EM, GAUO | T=0
defined by the AO) the two layers of | HH
DARmustuse differentprimary
authenticationfactors(i.e., Both layers
cannot use password$dne layer may
use a password but the second layer
would then need to use a tokesr
other factor).

DARCR13 | For use in routine threat environments] HF, HS, SF| EM, GA, (@] Optional
(as defined by the AO) the two layers | HH RM, UO
DARmustuse differentprimary
authenticationfactors(i.e., Both layers
cannot use password€ne layer may
use a password but the second layer
would then need to use a tokesr
other factor).

DARCR14 | At least one DAR layarustuse multi HF, HS, SF| EM, GA, LF,| O Optional
factor authentication. HH RM, UO

DARCR15 | The removablenediamustnot be HE HS, SF,| RM T=0
bootable. HH

DARCR16 | The DAMENterprise Server, musinly HF, HS, EM T=0
manage oneomponentlayer, and HH, SF
shall not manage the other
componentlayer of the DARsolution.

DARCRL17 | Alladministratorsmustuse unique SF, PF, HF| EM, GA, LF,| T=0
identifiable accounts. HS HH RM, UO

DARCRL18 | A baseline configuration that complies| HF, HS, EM T=0
with this CAnustbe enforced on all HH, SF
registered endpoints.

DARCRL19 | Enterprise management servers that | HF, HS, EM T=0
leveragea SQLplatform account HH, SF
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DARCRZ20

The two layers of DARustuse
different primaryauthenticationfactors
(i.e., Both layers cannot use password
One layer may use a password but the
second layer would then need to use i
token or other facto).

HF, HSHH

LF

DARCR21

Each DARomponent muspermit only
an administrator to disabler alterits
security functions

HF, HS
HH,SF

EM

T=0

DARCR22

The administratomustconfigure
remediation options (account lockout,
key revocation, etg for failed
authorization attempts by the user, as
determined by the AO.

HF, HH
HS SF

EM

T=0

DARCR23

The administratomustconfigure
remediation options (account lockout,
key revocation, etg for failed
authorization attempts by the user, as
determined by the AO.

SF, PF, HF
HS HH

GA, LF, RM,
uo

Optional

DARCR24

EUDsnustrequire network access to
complete the authentication process
for decryption.

HF, HH
HS,SF

EM

Optional

DARCR25

EUDs that are lost or compromised
mustbe revoked andssue zeroize
commands.

HF, HH
HS,SF

EM

10.3 SWFDECOMPONENTREQUIREMENTS

Table 8: SWFDE ComponentRequirements

text stealing(XT$or Galois/Counter
Mode (GCMjor dataencryption.

DARSW1 | The SWFDE mugse Cipher Block SF, HS EM,GA,LF| T DARSW?2
Chainirg (CBC) fodataencryption. RM, UO

DARSW2 | The SWFDE musse XExXased SF, HS EM, GA, LF| O DARSW1
tweakedcodebook mode with cipher RM, UO
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DARSW3

The SWFDE musé configured to use
one of the followingprimary
authentication options:

i Arandomly generated
passphras®r passwordhat
meets the minimum strength
set inAppendix D.
Password/Passphrase Streng:
Parametersor

1 A randomlygenerated bit
string equivalent to the
cryptographicstrength of the
DEKcontained on an external
USB tokenor

{ An external smartcard or
software capability containing
a software certificate with RS/
or Elliptic Curve Cryptography
(ECC) key pairs p€ablel, or

i Anycombination of the above

SF, HS
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EM, GA, LF,
RM, UO

10.4 FECOMPONENTREQUIREMENTS

Table 9: FE ComponentRequirements

options:
1 Arandomly generated
passphraser passwordhat
meets the minimum strength

set inAppendix D.
Password/Passphrase Strengf|

DARFE1 The FEproductmustuse CBC fatata SFPFHF | EM, GA, LF, DARFE2
encryption. RM, UO

DARFE2 | The FBproductmustuse XT8®r GCM SFPFHF | EM, GA, LF, DARFE1
for data encryption. RM, UO

DARFE3 The FEproductmustuse one of the SF, PF, HF| EM, GA, LF,
following primary authentication RM, UO
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Parametersor

1 A randomlygenerated bit
string equivalent to the
cryptographicstrength of the
DEKcontained on an external
USB tokepor

1 An external smartcard or
software capability containing
a software certificate with RS/
or Elliptic Curve Cryptography
(ECC) key pairs p&ablel, or

1 Anycombnation of the above
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10.5 PECOMPONENTREQUIREMENTS

DARPE1

Table 10: PE ComponentRequirements

TrePEmusBy I 6t S GKS «
RFEGlIé YIFyYylF3asSySyi
imported or selfgenerated
keys/secrets and/or other classified
data.

PF

GA, LF

T=0

DARPE2

The PE musise CB@r data
encryption.

PF

GA, LF

DARPE3

DARPES

The PE musise XTS desCMfor data
encryption.

PF

GA, LF

DARPE2

DARPE4

TheAO mustprovide policy to the uset
determining when data or keys must
be wiped.

PF

GA, LF

DARPES5

The PBroductmustuse one of the
following primaryauthentication
options:

A minimum of aandomly generated
sixcharacter, casasensitive
alphanumeric password with the
lengthdefined by theAQ, or a
Randomly geerated passphrase with

PF

GA, LF
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the length defined by théO

10.6 HWFDECOMPONENTREQUIREMENTS
Table 11: HWFDE ComponentRequirements

DARHW-1 | The HWFDE musse CBC falata HF, HSHH | EM, GA,LF) T DARHW-2
encryption. RM, UO

DARHW:2 | The HWFDE muaseGCM oiXTS for | HF, HSHH | EM, GA, LF| O DARHW-1
dataencryption. RM, UO

DARHW:3 | The HWFDE mube configured to use | HF, HSHH | EM, GA, LF| T=0
one of the followingprimary RM, UO

authentication options:

Arandomly generated
passphrase or password that
meets the minimum strength
set inAppendix D.
Password/Passphrase Strengi
Parametersor

1 A randomlygenerated bit
string equivalent to the
cryptographicstrength of the
DEKcontained on an external
USB tokepor

 An external smartcard or
software capability containing
a software certificate with RS/
or ECC key pairs p€ablel, or

i Anycombination of the above

November 2020



10.7 END USERDEVICESREQUIREMENTS

Dataat-Rest
Capability Package

Table 122 End User DeviceRequirements

DAREU1 All EUD provisioning muke SF, PF, HF|] EM, GA, LF| T=0
performed through direct physical HS HH RM, UO
acces®r through anenterprise
management server

DAREU?2 If found after being lostthe EU® SF, PF, HF| EM, GA, T=0
non-volatile storage media mute HS HH RM, UO
destroyed peNSA/CSS Storage Devi
SanitizationNSA/CSS Policy Manual
12). (This does not precludeaving
the device forensically analyzég the
appropriate authority.)

DAREU3 | EUDs musimplement theBasic SF, PF, HF| EM,GA, LF,| O Optional
Input/Output SystemBIO$security HS HH uo
guidelines specified in NIST SP-800
147.

DAREU4 Allusers mustsign an organization SF, PF, HF| EM, GA, LF] T=0
defined user agreement before being] HS HH RM, UO
authorized to use an EUD.

DAREUS Allusers mustreceive an organization| SF, PF, HF| EM, GA, LF| T=0
developed training course for HS HH RM, UO
operating an EUD prior to use.
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At a minimum, the organizatien
defined user agreement mustclude
each of the following:
I Consent to monitoring
1 Operational Security (OPSEC
guidance
1 Required physical protections
to employ when operating
and storing the EUD
1 Restrictions for wheywhere,
and under what conditionthe
EUD may be used
1 Responsibility for reporting
security incidents
9 Verification of |Araining
9 Verification of appropriate
clearance
T Justification for Access
1 Requester information and
organization
1 Account Expiration Date
1 User Responsibilities
T An overview of what
constitutescontinuous
physical controand the risks
associated with using thEUD
after it is lost

SF, PF, HF
HS HH

Dataat-Rest
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EM, GA, LF
RM, UO

T=

)

DAREU7

ExternalUSB tokens ansimartcards,
when usedor authentication, must
be removed from the EUD upon or
before shut down in accordance with
AOpolicy.

SF, PF, HF
HS HH

EM GA,LF,
Uo RM

T=

O

DAREUS8

AO mustprovide guidance on storing
andor securing authentication
factors.

SF, PF, HF
HS HH

EM, GA, LF
RM, UO

T=

DAREU9

TheSA mustlisable system power
saving states on EUDs (i.e., sleep ar
hibernate).

SF, HF, HS
HH

EM,GA, LF,
uo

T=
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DAREU10 | The EUDnustpower offafter a period | SKE HF, HS | EM,GA, LF,| T=0
of inactivity defined by thé&Q unless | HH RM,UO
this isnot supported by the device

DAREU11 | The EUDmustbe provisioned within | SKE PF, HF,| EM, GA, LF| T=0
a physical environment certified to HS HH RM, UO
protect the highest classification leve
of the data stored on the device.

DAREU12 | The EUDnustonly be reprovisioned | Sk PF, HF,| EM, GA, LF| T=0
to the same or higher classification | HSHH RM, UO
level of the classified data per &0
approved process.

DAREU13 | The EUDnustd S NXB LJ2 NIi S || SE PF, HF,| EM, GA, T=0
whenout of continuous physical HS HH RM, UO
control as specified by thaQ.

DAREU14 | System foldersnusthave user write | SE HF EM,GA, LF | T=0O
permissions disabled unless uo
authorizedby an administrator.

DAREU15 | The EUDnustbe protected withanti- | SF, PF, HF| EM, GA, LF| O Optional
tamperor detectioncapabilities HS HH RM

DAREU16 | The devicanustbe powered down SF, PF, HF|] EM, GA, LF| T=O
before beinghandled by an HS HH RM, UO
unauthorized party (e.g., customaihd
inspected afterwards. If the
unauthorized party required the
device to be powered on again for
inspection, the devicenustbe
rebooted again before use.

DAREU17 | The absence of any expected SF, PF, HF|] EM, GA, LF| T=O
authenticationprompt(s)mustbe HS HH RM, UO
reported as possible tampering to the
AQ

DAREU18 | When dda is no longer needed, it SF, PF, HF| EM, GA, LF| O Optional
mustbe overwritten or erased by HS HH RM, UO
secure erase togder AO guidance
(See Section.10

DAREU19 | The EUD, whenot in useoutside of a | SF, PF, HF| EM, GA, LF| O Optional
secured facilitymustbe kept in an HS HH RM, UO
AGapprovedlocked container.
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DAREU20 | The BIO®nified Extensible Firmware| HF, HS, SF| EM,GA, LF,| O Optional
Interface (UEFHustbe configured to | HH uo
require a password before continuing
the boot process.
DAREU21 | AlIDAR FDE componentsistbe HF, HS, SF| EM, GA, LF| T=0
cryptographically erased before bein| HH RM, UO
provisionedagain
DAREU22 | AlIDAR componentsiustbe PF GA, LF 0] Optional
cryptographicdly erased before being
provisiored again
DAREU23 | System foldersnusthave user write | PF GA, LF @) Optional
permissions disabledinless
authorizedby an administrator.
DAREU24 | If supported, he EUDmusthavethe HF, HS, SF| EM,GA, T=0
BIOSWUH-Ipasswordenabled HH PF UQ LF
DAREU25 | If the user suspects thEUD has been| SF, PF, HF| EM, GALF, | T=O
compromised, the EUDsermust HS HH RM, UO
obtain authorization from their AO
prior to use.
DAREU26 | Each EUInustbe personalized by the| SF, PF, HFf EM,GA, (@] Optional
end user. (Thishould not violate any | HS HH RM
other security features.)
DAREU27 | TheEUDmustnot be used as a smart| HF, HS, SF| RM T=0
card/USB Authentication Tokeifitis | HH
also storing encrypted user data.
DAREU28 | TheEUDmustbe removed from a HF, HS, SF| RM T=0
host system before being handled by| HH
an unauthorized party (e.g., customs
DAREU29 | Administratorsand endpoint users SF, PF, HF| EM, GA, LF| T=0
mustbe restricted from making HS HH RM, UO
configuration changes based on wha
the product supports, using a model «
least privilege.
DAREU30 | The EUDnustbe reported as HH,HF, LF T=0
G O2 YLINR Y A &a@pedng is K | HS, PF
suspected, adefined byAOpolicy.
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DAREU31 | The EURnd/or non-volatile storage | HH,HF, LF T=0
media,if compromisel, mustbe HS, PF
destroyedper NSA/CSS Storage Devi
SanitizationNSA/CSS Policy Manual
12). (This does not precludeaving
the device forensically analyzég the
appropriate authority.)

DAREU32 | Prior to reuse, the EUBDustundergo | HH,HF, LF T=0
tamper detection inspection as HS, PF
established by the A@ determine if
the device has been tampered with o
substituted.

DAREU33 | The EUD, when outside of a sealire | HH,HF, LF T=0
facility and not in usenustbe kept HS, PF
concealed from potential adversaries

DAREU34 | If an unauthorized party takes the EL| HH,HF, LF T=0
out of sight or performs unknown HS, PF
operations the devicemustbe
considered compromised.

DAREU35 | When using commercial modes of HH,HF, LF T=0
travel €.g, nonsecure), the EUbBwust | HS, PF
stay with the traveler and not be
placed in checked baggage.

DAREU36 | Each EUInustbe personalized by the| HH,HF, LF T=0
end user. (This should not violate ar| HS, PF
other security features.)

DAREU37 | EUDs must use boot integrity SFHH,HF, | EM, GA, T=0
verification. (seé\ppendix A HS UO,LF

DAREU38 | EUDSnustA Y LI SYSy G & 5| SF, HF, HS| EM, GA, LF,| O Optional
0l SR { SNIWAOSaé¢ | PFHH uo
decryption of datao only approved
locdions.

DAREU39 | The EUDnustbe protected withanti- | SF, PF, HF| UO T=0
tamperor detection capabilities. HS HH
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10.8 CONFIGURATIONCHANGEDETECTIONREQUIREMENT

Table 13: Configuration Change Detection Requirements

DARCM1 | A history of baseline ediguration for | SF, PF, HF| EM, GA,LF| T
all components mudbe maintained by] HS HH RM, UO
the SA.
DARCM2 | An automated processiustensure SF, PF, HF| EM, GA, LF} O Optional
configuration changes are logged. HSHH RM, UO
DARCM3 | Log messages generated for SF, PF, HF| EM, GA, LF| O Optional
configuration changesiustinclude HS HH RM, UO
the specific changes made to the
configuration.
DARCM4 | A history of baseline ediguration for | SF, PF, HF| EM, GA,LF| T
all components mudbe available to HS HH RM, UO
the auditor.
DARCMS5 | Configuration change logs must SF, PF, HF| EM,GA, LF,| T
kept for anAOdefined period of time. | HSHH RM, UO

10.9 DEVICEMANAGEMENTREQUIREMENTS

Table 14: Device ManagemenRequirements

DARDM-1 | EUDs mudbe physicalladministered | SF, PF, HF| GA, LF, RM| T DARDM-2
HS HH
DARDM-2 | EUDs mudbe remotely administered | SF, PF, HF| GA, LF, RM| O DARDM-1
using & NSAapprovedDatalIn-Transit | HS HH
(DIT) protection solution (e.g., NSA
Certified Product or CSfC approved
solution).
DARDM-3 | Administrationworkstatiors mustbe SF, PF, HF| EM, GA, LF| T
dedicated for the purposes givenin | HS HH RM, UO
the CP
DARDM-4 | Administrationworkstations must SF, PF, HF| EM, GA,LF| T
physically reside within a protected | HS HH RM, UO
facility where CSfC solution(s) are
managed.

November 2020




Dataat-Rest
Capability Package

DARDM-5 | Administrationworkstatiors mustbe SF, PHIF, | EM, GA, LF| T=0
physically separated from HS HH RM, UO
workstations used to manage nen
CSfC solutions.

DARDM-6 | Only authorizedSAgSeeSectionl2) SF, PF, HF| EM, GA, LF| T=0
must beallowed to alminister the HS HH RM, UO
DAR Components.

DARDM-7 | EUDs must be remotely administetec| SF, HF, HS] EM, UO T=0
but local administration may still be | HH
performed

10.10 AUDITING REQUIREMENTS

DARAU-1

Table 15: Auditing Requirements

EUDs mudbe inspected for malicious
physical changes in accordance with
AOdefined policy.

SF, PF, HF
HS HH

EM, GA, LF
RM, UO

DARAU-2

The EUDs muste configured to
generate an audit record of the
following evens:

i Startup and shutdown of any
platform audit functions.

1 All administrative actions
affecting the DAR encryption
components.

1 User authentication attempts
and success/failure of the
attempts.

1 Software updates to the DAR
encryption components.

SF, PF, HF
HS HH

EM, GA, LF
RM, UO

Optional

DARAU-3

Auditors mustreview audit logs for a
time period as defined by the AO

SF, PF, HF
HS HH

EM, GA, LF
RM, UO
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be generated andecorded for:
1 Encryption status of endpoint:
T Recovery attempts and
success/failure of the
attempts
Out of date endpoint versions
Platform changes
Registration of new endpoints
Revocations of endpoints
Key esavw from endpoints
Cryptographic erasef
endpoints
Changes to administrator
account
T Changes to policies pushed t
endpoints

= =4 -8 a8 -8 -9

E]

DARAU4 | Auditors mustphysically account for | SF, PF, HF| EM, GA, LF| T=0
the EUDs after aAO-defined time HS HH RM, UO
period.
DARAU5 | Administrators musperiodically SF, PF, HF| EM, GA, LF| O Optional
compare solution component HS HH RM, UO
configurations to a trusted baseline
configuration after alAO-defined
time period.
DARAU-6 | For DAR EM products that support HF, HS, EM T=0
auditing functions, audit records must| HH, SF

10.11 KEYMANAGEMENTREQUIREMENTS

Table 16: Key Management Requirements forAll DAR Components

DARKM-1 | Thekeysizes used foeach layer must | SF, PF, HF| EM, GA, LF| T=0
be as specified ifiablel. HSHH RM, UO
DARKM-2 | DAR solution products mube initially | SF, PF, HF| EM, GA, LF| T=0
keyed within a physical environment | HS HH RM, UO
certified to protect the highest
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users requesting recovgmaterial,
whetherrecovery information is
distributed over a channehat isnot
provided by the CSfC solutioang.,
physically, voice channel, etor
distribution by a CSfC solution
componer which is expected to
provide verification itself.

DARKM-3 | The DAR solution mudisable all key | SF, PF, HF| GA, LF, RM| T=0
recovery mechaisms. HS HH uo
DARKM-4 | Thealgorithmsused foreach layer SF, PF, HF] EM, GA, LF] T=0
mustbe as specified imablel. HSHH RM, UO
DARKM-5 | If a physical recovery output igilized, | SF, HF, HS| EM T=0
it mustbe secureds classified HH
information, equivalent tathe level of
data it is protecting.
DARKM-6 | If recovery information is distributed | SF, HF, HS| EM T=0
over anon-CSfC channét.g., HH
physically, voice channel, exdt must
be secured as classified informatjon
equivalent tothe level of data it is
protecting.
DARKM-7 | The AO must determine a SF, HF, HS| EM T=0
methodology for verification of end HH

10.12 SUPPLYCHAIN RISK MANAGEMENTREQUIREMENTS

DARSG1

Table 17: Supply Chain Risk Management Requirements

CSfC Trusted Integrators munst
employed to architect, design,
procure,integrate, test, document,
field, and supporthe solution.

SF, PF, HF| EM, GA, LF| O

HS HH

RM, UO
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DARSG2

Each component selectdtbm the
CSfC Components List mgstthrough
a ProductSupply ChaiRisk
Managemen{SCRMAssessment to
determine the appropriate mitigations
for the intended application of the
O2YLRYSyYyld LISNI A®:¢
approved Produc6CRMrocess. (See
Committee on National Security
System DirectiveNSSI505 SCRM

for addtional guidance.)

HF, HSSF,
PF HH

EM, GA, LF
RM, UO

T=

O

11 SOLUTION OPERATIONVIAINTENANCE, & HANDING

11.1 USE ANDHANDLINGOFSOLUTIONREQUIREMENTS

REQUIREMENTS

The following requirementmustbe followed regarding the use and handling of the solution.

Table 18: Use and Handling of SolutiondRequirements

authorized agent to perform an 1A
compliance audit (including, but not
limited to, inspetion, testing,
observation, interviewing) of the
solution implementation to ensure
that it meets the latest version of the

CP.

DARGD1 Acquisition angrocurement SF, PF, HF| EM, GA, LF| T=0
documentation mushot include HS HH RM, UO
information about how the
equipment will be usegdincluding
that it will be used to protect
classified information.

DARGD?2 Thesolution owner mustallow, and SF, PF, HF| EM, GA, LF| T=0
fully cooperate with, NSA or its HS HH RM, UO
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DARGD3 TheAOmustensue that a SF, PF, HF| EM, GA, LF| T=0
compliance audits conducted every | HSHH RM, UO
year againsthe latest version of the
DARCP.

DARGD4 Resuls of the compliance audit musi| SF, PF, HF| EM, GA, LF| T=0
be provided to and reviewed by the | H§ HH RM, UO
AQ

DARGD5 When a newapproved versionfothe | SF, PF, HF| EM, GA, LF| T=0
DAR CP is publishetie AO must HS HH RM, UO
ensure compliance against this new
CPwithin 6 months.

DARGD6 Solution implementation SF, PF, HF| EM, GA, LF| T=0
information, which was provided to | HS HH RM, UO
NSA durig solution registration,
mustbe updated every 12 (dewer)
months 6ee Sectiod3.3).

DARGD7 TheSA auditor, user, and all SF, PF, HF| EM, GA, LF| T=0
Integrators musbe cleared to the HSHH RM, UO
highest level of data protected by th
DAR solution.

DARGDS TheSA and auditor roles mube SF, PF, HF| EM, GA, LF| T=0
performed by different people. HSHH RM, UO

DARGD9 All SAs, users, and auditors must SF, PF, HF| EM, GA, LF| T=0
meet local information assurance HS HH RM, UO
training requirements.

DARGD10 | Uses mustreport lost or stolen EUDs| SF, PF, HF| EM, GA, LF| T=0
to their ISS@r chain of command as|f HS HH RM, UO
defined by theAQ.

DARGD11 | OnlySAs or CSfC Trusted Integratory SF, PF, HF| EM, GA, LF| T=0
mustperform the installation and HSHH RM, UO
policy configuration.

DARGD12 | Security critical patches (such as SF, PF, HF| EM, GA, LF| T=0
Information Assurance Vulnerability | HS HH RM, UO
Alerts (IAVAs) mustbe tested and
subsequently applied to all
components in tie solution in
accordance with local policy and thic
CP

November 2020




DARGD13

Local policy muddictate how theSA
installs patches to solution
components.

SF, PF, HF
HS HH
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EM, GA, LF
RM, UO

T=0

DARGD14

AllDARcomponents musbe
updated using digitally signed
updates provided by the vendor.

SF, PF, HF
HS HH

EM, GA, LF
RM, UO

T=0

DARGD15

All authorized users musiave the
ability to CEkeys for both layers.

SF, PF, HF
HS HH

EM, GA, LF
RM, UO

Optional

DARGD16

When using an FE Produtte user
mustensue that no classified data
shallo S Lldzi Ayid2 @K
(e.g., filename).

SF, PF, HF

EM, GA, LF
RM, UO

T=0

DARGD17

Withdrawn

DARGD18

Withdrawn

DARGD19

AO mustdefine loss otontinuous
physical controfor each use case.
This definition mustover the
following topics:

User handling

EUD Transportation

EUD Storage

Anti-tamper mechanisms anc
related policies, if any are
used.

1 Device integrity measures
andrelated policies, if any
are used

= =4 -4 -

SF PF, HF,
HS HH

EM, GA, LF
RM, UO

T=0

DARGD20

Organiationatdeveloped training
mustinclude guidance on tamper
awareness and detection.

HH, HF,
HS, PF

LF

T=0
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DARGD21 | Organizationatleveloped training SEHFHS | EM T=0
mustinclude the following topics if | HH
they are included in the solution for
both administrators and users:

1 Checking the mcryption
status of endpoints

1 Using the recovery
mechanisms supported imé
NIAP evaluated configuratiot

1 Checking for ouof date

endpoint \ersions

Detecting patform changes

The egistrationprocess for

endpoints

1 The revocation process for
endpoints

1 The key escrow process for
endpoints

1 Thecryptographic erase
process foendpoints

1 The process for pushing
policy changes to endpoints

= =

11.2 INCIDENTREPORTINGREQUIREMENTS
Tablel9 listsrequirementsto report security incidents to NSA regarding incidents affecting the solution
These reporting requirements are intended to augmentt replace any incident reporting ppcedures

It NEFR& Ay dzaS ¢AGKAY (KiScritic® thaShsarel guditdrgaye3aniia 2 NHI y A

with maintaining the solution in accordance with this @sed on familiarity with the knowgood
configuration of the solution, personnel responsible @perations and Maintenanc®©&M) will be
better equipped to identify reportable incidents.

C2NJ KS LldzN1}2 aSa 27F Ay OA RS gesdnoNBlyaents thay lEwe baery | £ A OA 2 dz

attributed to activity by an adversariput also any events that are unexplaineld. other words, an
activity is assumed to be malicious unless it has been determined to be the result of known non
malicious activity.
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Tablel9only provides requirements directly related to the incident reporting proc&ee Section

10.10for requirements supporting detection of events that may reveal that a reportable incident has
occurred.

Table 19: Incident Reporting Requirements

DARRR1

Report a security failure in any of the
CSfC DAR solution compoten

SF, PF, HF
HS HH

EM, GA, LF.
RM, UO

T=

O

DARRR2

Report any malicious configuration
changes to théAR components

SF, PRF,
HS HH

EM,GA, LF,
RM, UO

T=

O

DARRR3

Report any evidence of a compromis
of classified data caused by a failure
the CSfC DAR solutio@ompromise,
in this context, includes reporting rea
or perceived access to classified date
(e.g.,user oradministrator access that
occurs without proper authentication
or through the use of incorrect
credentials).

SF, PF, HF
HS HH

EM, GA, LF.
RM, UO

T=

O

DARRP4

Report any evidence of malicious
physicatampering é.g., missing or
mis-installed parts) wit solution
components.

SF, PF, HF
HS HH

EM, GA, LF.
RM, UO

T=

O

DARRRS

Confirmed incidents meeting the
criteria in DARRR1 throughDARRP4
mustbe reported within 24 hours of
detection via Joint Incident
Management System (JIMS) or
contacting NSA as specified in the C!
Registration Letter.

SF, PF, HF
HS HH

EM, GA, LF.
RM, UO

T=
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DARRR6 | At aminimum, the organizatiomust SF, PF, HF| EM, GA, LF| T=0
provide the following information HS HH RM, UO
when reporting security incidents:
1 CSfC Registration Number
1 Point of Contact (POC) name
phone, email
1 Alternate POC name, phone,
email
1 Classification level of affected
solution
1 Affected component(s)
manufacturer/vendor
1 Affected component(s) model
number
1 Affected component(s) versio
number
1 Date and time of incident
1 Description of incident
1 Description of remediation
activities
1 Is Technical Support from NS
requested? (Yes/No)

12 ROLEBASEDPERSONNEIREQUIREMENTS

The roles required to administer and maintain the solution are detailed below, along with doctrinal
requirements for these roles.

End User An end usemay operate a EUD from physical locations not owned, operated, ortidied

by the Government. Theend usemustbe responsible for operating the EUD in accordance with this CP
and an organizatiowlefined user agreementEnd user duties include, but are not limitedthe

following

1. Ensuringhat the EUDs only operated in physical spadeat comply with the end user
agreement

2. Alerting the Security Administratimmediately upon an EUD being lost, stolen, or suspected of
being tampered with
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Security Administratorgc TheSAmustbe responsible for maintaing, monitoring, and controlling all

security functions for the entire suite of products composing the DAR soluBenurity Administrator
duties includebut are not limited tothe following

1. Ensuring that the latest security critical software patchad updates (such as IAVAS) are
applied to each product in a timely fashion.

2. Documenting and reporting securitglated incidents to the appropriate authorities.

3. Coordinating and supporting product logistic support activities including integration and
maintenance. Ensuring that the implemented DAR solution remains compliant with the latest
version of theCP.

4. Provisioning and maintaining EUDs in accordance with this CP.

Auditor - The auditormustbe regonsible for reviewing the actions performed by tB8and events
recorded in the audit log® ensurethat no action or event represents a compromise of the DAR
solution. The role ofauditorand SAmustnot be performed by the same individuaAuditor duties
include but are not limited tohe following

1. Reviewing, managing, controlling, and maintaining security audit log data
2. Documenting and reporting securitglated incidents to the appropriate authorities.
3. Theauditorwill be given authority to access all audit recard

Integrator ¢ Integrator duties may include but are not limited to the following:

1. Acquiring the products that compose the solution.

2. Configuring the DAR solution in accordance with the CP.
3. Testing the DAR solution.

4. Documenting the solution and its compliance to the CP
5. Troubleshooting the solution.

In certain cases, an external integrator may be used to implement a DAR solution based onAhe CP.
CSfC Trusted Integrator is one such entijthough not required,tie use of CSfC Trusted Integrators is
highly recommendd. A CSfC Trusted Integrator is defined as a selected organization that has
demonstrated competency in:

1. System integration.

2. The technologies to be integrated.
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3. Formal testing processes.

4. Generating gidence for system authorization.

Chosen CSfQtusted Integrator applicants are required to sign a Memorandum of Agreement (MoA)
with NSA.

13 INFORMATION TO SUPPRT THE AO

This section details items thaitill likelybe necessary for the customer to obtain approval from the
systemAQ. The customer andO have obligations to perform the following:

9 The customer, possibly with support from kntegrator, instantiates a solution implementation
that follows the NSAapproved CP.

1 The customer has a testing team develop a test plan and perform testing of thedhin,
see Sectiod3.1

9 The customer has systeassessmendndauthorizationperformed using th&k Ainformation
referenced in Sectioh3.2

9 The customer provides the results from testing dran systemassessmenandauthorization
to the AOfor use in making an approval decisiofheAQis ultimately responsible for ensuring
that all requirements from the CP have been properly implemente8A publishes compliance
matrixes requiring a short description of how requirements are met. NSA recommends that the
AOQOrequire the compliance matxias part of their body of evidence.

1 The customer registers the solution with NSA andegisters yearly to validate its continued
use as detailed in Sectidr3.3 NSA publishes registration forms at
http://www.nsa.govresources/everyone/csfc/solutiomegistration.shtml

1 Customers who want to use a variant of tf@wion detailed in this CP will contact N82ly in
their design phase determine ways to obtain NSA approval.

1 TheAOwill ensure that a compliance auditustbe conducted every year against the latest
version of the DAR CP, and the resuitsstbe provided to theAQ

13.1 SOLUTIONTESTING

This section provides a framework for a Test and Evaluation (T&E) plan and procedures to validate the
implementation of a DAR solutiohis T&E will be a critical part of the approval process foABe
providing arobust body of evidence that shows compliance with this CP.

The security features and operational capabilities associated with the use of the sohugibe tested.

The following is a generdligh-level methodology for developing the test plan and prdares and for

the execution of those procedures to validate the implementation and functionality of the DAR solution.
The entire solution, to include each component described in Sebtisnaddressed by this test plan.
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1. Set up the baseline networkesignand configure all components.

2. Document the baseline networdkesignconfiguration. Include product model and serial
numbers, and software version numbers as a mimmu

3. Develop a test plan for the specific implementation using the test objectivestiieidAR CP
Testing AnnexAny additional requirements imposed by the loggshould also be tested, and
the test planmustinclude tests to ensure that these requirenterdo not interfere with the
security of this solution as described in this CP.

4. Perform testing using the test plan derived in Stefs§stem testing will consist of both black
box testing and gray box testing\ two-person testing approach should be ds® administer
the tests. During test execution, security and ngacurity related discrepancies with the
solutionmustbe documented.

5. Compile findingsncludng comments and vulnerability details as well as possible
countermeasure information, into anfal test report to be delivered to th&Ofor their approval
of the solution.

6. The testing requiremenin Table20 has been developed to ensure that the DAR solution
functions properly and meets the configuration requirements from Se@iofesting of these
requirements should be used as a minimum framework for the development of the detailed test
plan and procedures.

Table 20: Test Requirements

DARTR1 | The organization implementing the CIf HF, HS, PF| EM, GA, LF| T=0
mustperform all tests listed ithe DAR | SFHH RM, UO
CP Testing Annex.

13.2 RISK ASSESSMENT

TheRAof the DAR solution presented in this CP focuses on the types of attacks that are feasible against
this solution and the mitigations that can be employéiistomers should contact their N&S

Customer Advocate to request the R visit the Secret Inteet Protocol Router Network (SIPRNet)

CSfC site for informatioriThe process for obtaining the RA is available on the SIPRNet CSfC website.
TheAOmustbe provided a copy of the NSA RA for their consideration in approving the use of the
solution.
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13.3 REGISTRATION OFSOLUTIONS

All customers using CSfC solutions to protect informatioNational Security SystenidS$must
register their solution with NSA prior to operational ugeustomers will provide their compliance
checklists and registration forms to ASThis registration will allow NSA to track where DAR CP
solutions are instantiated and to provides at those sites with appropriate information, includialg
significant vulnerabilities that may be discovered in components or-lleiggl designs appred for
these solutions.The CSfC solution registration progess well as the compliance matrices and
registration forms, ar@vailable ahttp://www.nsa.gov/resourca/everyone/csfc/solution
registration.shtml

Solution registrations are valid for one year, at which time customers are requireerégiser their
solution in order to continue using iApproved CPs will be reviewed twice a year, or as events warrant.
Registered users of this CP will be notified when an updated version is publistesh a new version

of this CP that has been approved by M is published, customers will have six months to bring
their solutions io compliance with the new versipand reregisterthem (see requirement DARBDS).
Customers are also required to update their registrations whenever the information provided on the
registration form changes.

14 TESTING REQUIREMENTS

The testing requirements for the DAR solutene locatedn aseparateDAR CP Testing Annéiais
document contains the specific tests that allow the Security Administrator or Integrator to ensure they
have properly configured the solutiorContact the CSfC PMO to obtain the DAR CP Testing Annex.
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APPENDIXA. GLOSSARY OF TERM

Administration Workstation- This device is commonly used for logging, configuration review, and
management of the EUD.

Anti-Tamper Measures These measures serve to deter or delay modification of an EUD. Passive anti
tampermeasures aid in detecting attempts to modify the EUD or inject a substitute device. Active anti
tamper measures serve the same purpose as passive measures, while actively detecting and securing
the EUD. Examplésclude personalization options such askérs, screen savers, wall papers, or other
personalization methods which do not interfere with the configuration of the device.

Assessment¢ KS (1 SOKYy A O f S gseduritylfeatirepériogngdag partiofaadiirs Y Q
support of the approval/acreditation process that establishes the extent to which a particular
computer syster® design and implementation meet a set of specified security requirements.

Assessmenand Authorization - A comprehensive assessment of the management, operational, and
technical security controls in an information system, made in support of security accreditation, to
determine the extent to which the controls are implemented correctly, operating as intended, and
producing the desired outcome with respect to meeting thewséy requirements for the systemn
conjunction with the official management decision given by a senior agency official to authorize
operation of an information system and to explicitly accept the risk to agency operations (including
mission, functionsimage, or reputation), agency assets, or individuals, based on the implementation of
an agreeeupon set of security controls. (NIST 880

Assurance A measure of confidence that the security featyrpeactices, proceduregndarchitecture
of aninformation systermaccurately mediateand enforcethe security policy.

Audit - The activity of monitoring the operation of a product from within the produtincludes
monitoring of a product for a set of predetermined events.Each audit event mawndicate rogue
behavior, or a condition that is detrimental to security, or provide necessary forensics to identify the
source ofroguebehavior.

Authentication - The process of confirming the identity of a user.

Authorizing Official (AOY, A senior (Fed®l) official or executive with the authority to formally assume
responsibility for operating an information system at an acceptable level of risk to organizational
operations (including mission, functions, image, or reputation), organizational assevajurads, other
organizations, and the Nation.

Authorization- The official management decision given by a senior agency official to authorize
operation of an information system and to explicitly accept the risk to agency operations (including
mission, fuictions, image, or reputation), agency assets, or individuals, based on the implementation of
an agreeeupon set of security controls (NIST 880). It can also be the decision to allow or deny a
subject access to an objedEor example, after a user hagen authenticated, authorization determines

if the user has the rights to perform specific actions on the device.
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Boot Integrity Verification- These features ensure no code is executed during the boot prolcaskas
not first been verified for its intgrity and authenticity. Each step in the boot process should verify the
integrity of the next piece of code to execute before handing execution over to it. In current PC
technology, this operates in two stageBirst, the integrity and authenticity ohe firmware is verified
using a platform/vendor specific technolog8econd, UEFI secure boot verifies the option R@kt$

the OS loader before execution is handed over to the operating system.

Capability Package (CPThe set of guidance provided by Aifhat describes recommended approaches
to providearchitectures anatonfigurationrequirementsthat empowerCScustomers to implement
secure solutions usingdependent|layeredCOTS components to protect classified informati®his
package will point to potential products that can be used as part of this solulibaCP areproduct
neutraland describesystemlevel solution frameworks documentirsgcurity and configuration
requirements for customers andtegrators

Commercal National Security AlgorithrfCNSA- Setof commerciaklgorithmscapable oprotecting
datathrough Top Secret levépreviously known as Suite .B)

Committee on National Security Systems Policy No. 15 (CNS$HPolicy specifies which public
standards may be used for cryptographic protocol and algorithm interoperability to prdtetional
Security Systems

Compromise- Any computing resource whose confidentiality, integrity, or availability has been
adversely impacted, either intentionally or unimigonally.

Continuous Physical Contrek KS ' h RSFAYS&a 4KIFId A& O2y&#ARSNBR
t NEBOA2dzate OFfftSR aLRaAAGADBS O2yGNBTE d¢

Cryptographic EraseAmethod of sanitization in which an encryption key for the encrypted data is
sanitized, making recoveof the decrypted data infeasible.

DAR ComponentConsists of a component that is part of the DAR solution (e.g., HWFDE, SWFDE, PE).
DAR Solutionr ADAR Solutioronsists of two layered components (e.g., HWFDE and SWFDE).

Enterprise Management (ENI- DAR use case thatnploysa clientserver architecture to provide
management of DAR components atemterpriselevel

End User Device (EUBANny compuing or storageadevice that can store datahen it is powered offin
the context of this DAR document)

False Acceptance When a different user will pass the biometric when they should Méasured by
falseacceptarerate (FAR).

False Rejectiog Whenanl dziil K2 NAT SR dza SND& Y S| & maBuedhy falde T+ A f
rejectionrate (FRR).
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Federal Information Processing Standards (FIPS¥set of standards that describthe handling and
processing of information within governmental agencies.

File Encryption (FE)File encryption is the process of encrypting individual files or sets of files BBn
and permitting access to the encrypted data only after proper authentication is provided.

Found Device A lost device that has been recoveréfee Lost Device definition

Full Disk Encryption (FDENso known as whole disk encryption, is the process of encrypting all the
RFGlI 2y GKS RNAGS dzaSR (2 06220 F O02YLzi SNE AyOf dzR
data only after succesful authenication to the FDE product.

GADARusecaseth&2 Say Qi dzaS I+ &ALISOATAO d7hiSisddérall\S & dzOK | &
applicable to requirementand used in a standalorimplementation.

HF- DAR solutiomlesignthat usesHWFDEs the outer layer, anBEas the innettayer.
HH DAR solutiomesign that uses HWFDE as the outer and inner layers

High Assuranc&OTSolution - cryptographicequipment, assembly, or componetttat isclassified or
certified by the NSA for encrypting and decrypting classified ortbamaational security information
when appropriately keyedPreviously referred to as Type 1)

HS- DAR solutiomesignthat usesHWFDEs the outedayer, andSWFDERs the innerlayer.

IA Product- Product whose primary purpose is to provide security services (e.g. confidentiality,
authentication, integrity, access control, noepudiation of data); correct known vulnerabilities; and/or
provide layered defense against i@rs categories of neauthorized or malicious penetrations of
information systems or networks.

ISV- An hdependent software vendds a separate vendor that provides a product for managing a self
encrypting drive and provides a user interface to the elriVhis definition is unique to this CP.

Known Secret PIN, password, or passphrase
Layer- Every DAR solution protects classified data with two layers (e.g., HWFDE, SWFDE, FE, and PE).

Lost Device A device that is removed from the control of the plogd security procedures defined by
the AQ

MissionControl Hement (MCE - The location and system from which a connection occurs to a remote
EUD using the UO use case

Network Attached Storage (NASAfile-level computer data storage server connected to a computer
network providing data access to a group of clietAsSNAS is a specialized computer built for storing
and serving files.

PF- DAR solution architecture th&aturesa PE layer under the Fdyer.
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Platform Encryption (PE)A device that has met the requirements (and high assurance use case) of the
MDF PP.

Pre-Boot Environment(PEE) - Theinitial software that is executed on staup of the EUD that requires
a user toauthenticatesuccessfuyl before decrypting and booting an operating systehhis is the layer
of authentication for the SWFDO# HWFDBproduct

Protection Profile (PP)A document used as part of the certification process according to the Common
Criteria. As the generic fornof a security target, it is typically created by a user or user community and
provides an implementation independent specification of informatisaurance security requirements.

Removable Media (RM) A device which has the primary purpose of providingernal storagef data,
protected byDARviatwo layers of encryption

Radio Frequacy Identification (RFIDJ Technology that uses electromagnetic fields to automatically
identify and track tags attached to objects. A mechanism thabearsed with DAR location services.

Rooted- The process of modifying a device such that it allows users to attain administrative privileges
(i.e., root access).

Salt- A salt is random data that is added to a emay function which hashes a password or passphrase
in order to defeat dictionary attacks and poemputed rainbow tables.

Secure EraseThe process of removirgpecifieddatafrom adevice via overwrite of that data
S-- DAR solution architecture th&aturesan SWFDE layer under tih&layer.
SoftwareFull Disk Encryption$WFDE) A software product that provides Full Disk Encryption.

Storage Area Network (SANA dedicated network that provides access to consolidated, block level
data storage.SANSs devices appear like locally attached devices to #a operating system.

Supply Chain Risk Management (SCRM)program to establish processes and procedures to minimize
acquisitionrelated risks to critical acquisitions includingrdware components and software solutions
from supply chain threats duetreliance on global sources of supply.

UnauthenticatedState- The state an EUD is in whte identity of a user, user device, or other entity
has not been verified

UnattendedOperations (UQ - DARuse case that operatassinga remote managedrchitecture to
manage a unattendedDAR solution. Continuous physical control is defined by the AO.

Volume- A collection of separate units of logically divided media (partition) acting as a single entity that
has ben formatted with a file system
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APPENDIXB. ACRONYMS
[AconymJveanng
AA AuthorizationAcquisition
AES Advanced Encryption Standard
AK Authentication Key
AO Authorizing Official
ASPP | Application Software Protection Profile

AU Auditing Requirements

BIOS Basic Input/Output System
CBC Cipher Block Chaining
CE Cryptographic Erase

CM Configuration Change Detection Requirements

CNSA | Commercial National Security Algorithm

CNSS | Committee on National Security Systems

CNSSD | Committee on National Security SysteBirective

CNSSI | Conmmittee on National Security Systems Instruction

CNSSP | Committee on National Security Systems Policy

COMSEC| Communications Security
COTS | Commercial Ofthe-Shelf
CP Capability Package

cPP Collaborative Protection Profile

CR Configuration Requirement

CSsfC Commercial Solutions for Classified

CSsSs Central Security Service
DAR Dataat-Rest

DEK Data Encryption Key
DIT DatalIn-Transit

DM Device Management Requirements

D/NM Deputy National Manager
DSS Digital Signature Standard
ECC Elliptic CurveCryptography

EE Encryption Engine
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EM Enterprise Management
EU EUD Requirements
EUD End User Device

EP Extended Package

FAR FalseAcceptanceRate
FRR FalseRejectionRate

FE File Encryption

FE EP | File Encryption Extended Package

FEK FileEncryption Key
FDE Full Disk Encryption
FIPS Federal Information Processing Standards

GA Generally Applicable
GCM Galois/Counter Mode
GD Requirements of Use and Handling of Solutions

GPS Global Positioning System
GOTS | Governmenioff-the-Shelf
HAIPE | High Assurance Internet Protocol Encryptor
HDD Hard Disk Drive
HF HWFDE and FE
HH HWFDE and HWFDE
HS HWFDE and SWFDE
HW Requirements for HWFDE Components
HWFDE | Hardware Full Disk Encryption
IA Information Assurance

IAVA Information Assuranc®ulnerability Alert
IAW In Accordance With
ISSO Information System Sedty Officer

ISV Independent Software Vendor

IT Information Technology

JIMS Joint Incident Management System

KEK Key Encryption Key
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KM Key Management Requirements

KMIP Key ManagemeninteroperabilityProtocol
LAN Local Area Network
LF Lost and Found
MA Mobile Access
MCE Mission Control Element

MDF Mobile Device Fundamentals

MoA Memorandum of Agreement

MSC Multi-Site Connectivity

NAS Network Atached Storage

NIAP National Information Assurance Partnership

NIST National Institute of Standards and Technology

NSA National SecuritAgency

NSS National Security Systems

o&M Operations and Maintenance

OCONUS| Outside the Continental United States
OEM OriginalEquipment Manufacturer
OPSEC | Operational Security

oS Operating System

PBE Pre-Boot Environment

PE Platform Encryption

PF PE and EE

PIN Personal Identification Number
PIV Personal Identity Vdication

PMO ProgramManagement Office
POC Point ofContact
PP Protectian Profile
PS Product Selection
PUB Publication
RA Risk Assessment
RAID Redundant Array of Independent Disks
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RAM Random Access Memory

RFID Radio Frequency ldentification
RM Removable Media
RP Requirements for Incident Reporting

RPG Random Password Generation

RSA Rivest Shamir Adelman

SA Security Administrator

SAN Storage AachedNetwork

SCIF | Sensitive Compartmented Informati Facility

SCRM | Supply Chain Risk Management

SED SeltEncrypting Drive

SF SWFDE and FE

SHA Secure Hash Algorithm

SHS Secure Hash Standard

SIM Subscriber Identity Module
SIPRNet | Secret Internet Ritocol Router Network

SR Solution Requirements

SSD Solid State Drive

SW Requirements for SWFDE
SWEFDE | Software Full Disk Encryption

T&E Test and Evaluation

TR Test Requirements
UAV Unmanned Aerial Vehicle
uuv Unmanned Underwater Vehicle

UEFI Unified Extensible Firmware Interface

uo Unattended Operations
U.S. United States
USB Universal Serial Bus
WLAN | Wireless Local Area Network
WPS Wi-Fi Positioning System
XEX XOR Encrypt XOR
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XOR Exclusive OR
XTS XEXbased tweakeetodebook mode with cipher text stealing
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APPENDIXC.CSFANCIDENT REPORTINGEMPLATE

Point of Contact (POC) name, phoamail:

Alternate POC name, phone, email:

CSfC Registration Number:

Classification level of affected system:

Name of affected network(s):

Affected component(s) manufacturer/vendor:

Affected component(s) model number:

Affected component(syersion number:

Date and time of incident:

Description of incident:
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Description of remediation activities:

Is Technical Support from NSA Requested?
(Yes/No)
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APPENDIX D. PASSWORBASSPHRASE STRENGTRHARAMETERS
Thisappendixprovidespassword and passphraparametersfor use inDARproducts to address attacks
directly based on the strength of the password or passphrd$e information belowgescribeghe
factorsthat provide strength to passwords and passphrasesl sets a minimm standardfor use.

Strength

Entropy is used as a measure of strength for passwords and passphfasesding to NIST 8P0-63-
2, Electronic Authentication Guidelinentropy is a measure of the amount of uncertainty that an
attacker faces taletermine the value of the secret. Entropy is usually stated in bits; for exaample
unpredictable password with 10 bits of entropy would havéd? 1,024possible combinations. The
greater the number of possible combinations, the greater the amoutiteé on average it will take an
attacker to find the correct password or passphrase.

Random vs. User Generated

Passwords and passphrasae required to beandomly generateés ofDAR CRersion 50. A

randomly generated value has the benefit that itlyrovide an objective amount of entropy, but can
be difficult for a user to remember. A usggnerated value may be easier to remember, but may be
predictable, thereforelowering the entropy calculation reducing the strength of the password or
passphase If random g@&eration is not a workable solution for the mission use ¢dlsena deviation
from the DAR CP is requiréthere are many suggested methods for the user generation of passwords
more information on these can be foundiST SB00-118,Guide to Enterprise Password
Management These methods attempt to reduce the predictability while maintaining length and
memorability, but because they are user chogiey are all still at risk of being predicable. If the
password or passphrase is preable an attacker could try a much shorter list of common or personal
values reducing the average time to find the correct password or passphrése.most effective way

to ensure the password or passphrase has an appropriate amount of entropy iplginggandom
generation. The remainder of thiappendixaddresses random generation.

Randomly Generated Passwords

The strength of a password is determined by the character set and the length. The character set
describes the group of unique characteratimay be chosen to create the password, such as humbers,
lower case letters, upper case letters, special characters, etc. The length simply describes the number of
characters chosen.

Randomly Generated Passphrases

The strength of a passphrase is deté@red by the number of words in the passphrase and the number
of words in the word listthe pool of unique words that can be chosen for the passphrase. The word list
can be adjusted by the properties of the words it includes, such as minimum word lemegthmum

word length, and complexitfincludes factors such as the difficulty of the word, capitalization, character
substitutions, etg) per word. Each property has a tradeoff between strength and usability. A minimum
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word length offour is recommended to maintain the effectiveness of the passphrdsés is hsed on
entropy per word from a word list ranging from 10,000 to 450,&0@ entropy per character from a
character set of 26. This ensures the entropy per set of charactergieéa word is greater than the
entropy providedrom selectnga word from the word list.

Multi -Factor Authorization

If a password/passphrase is being used as part of a4faglibr authorization solution per DABR14
and another factois being usedasa primary factor for that component, then the password or
passphrase does not need to comply with these rules. It is still recommeadednply with these
rules. If the other factor is not a primary factand used as secondarthese rules still agp.

Assumptions

The product is assumed to meet one of the DAR protection profiles. All password and passphrase
conditioning assumes salting is performed, makinggo®puted attacks infeasibleA salt is aandom
value that is used in a cryptographiopesso ensure that the results of the computations for one
instance cannot be reused by an attack&he product is assumed to be kept up to date #mel
protection mechanisms used in calculations cannot be bypassed.

Minimum Strength Calculations

CSfrovides a tool for randorgeneration whichis availableon GitHubat
https://github.com/nsacyber/RandPassGeneratdrhis toomust be used to generate random
passwords and passphras&ghen using this tool to generate passwords and passphrases, it should be
ran on a network capable of protecting the classification of the data that is being protected. The tool
should be sent to the appropriate classified network through a Data Transéet AQTA) for further

use. During registration instructions on how to download, verify, and use the tool will be pravided
Alternatively, contact the CSfC PMCralc reqgister@nsa.gdor further instructions.Theprovided tool

is set to adefault strengthof 160 bits, this may be set lower, botustnot be set below 112 bitslf

using custom word lists or character sat® not using the provided toprable21 and Table22 show

the requiredminimum length of a passworhd passphrase given a seft characters or wrds. The
provided tool is capable of utilizing custom word lidtse usermust define thesize of thecharacter set

or word list they will us. To use the tablesjrd the value that i¢ess than oequal to your character set
(or word lis) sizein the Charater SetSize (oiVord ListSize)columnand thecorrespondingralue in the
Minimum Passwordlength (or MinimunPassphrase Lengtholumn for that row reflects the minimum
password (or passphrasiength thatmustbe used.

Table 21: Randomly Generated Minimum Password Length

Character Set Size| Minimum Password Length

75 16
58 17
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| Randomly Generated Passwords |
Character Set Size] Minimum Password Length

47 18

38 19

32 20

27 21

23 22

21 23

18 24

16 25

15 26

13 27

12 28

11 29

10 30

Table 22: Randomly Generated Minimum Passphrase Length

| Randomly Generated Passphrases |
Minimum Passphrase
Word List Size Length
1000000 5
100000 6
20000 7
6000 8
2200 9
1000 10
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